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1 Getting Started

Introduction

HomeFusion Broadband service has been re-branded with the following new
name: LTE Internet (Installed). Although the name has changed, it does not
impact the service in any way. This user manual will continue to utilize the
HomeFusion Broadband name to describe the service.

This User Manual helps you get to know your HomeFusion Broadband service and
guides you through the configuration of features of the HomeFusion Broadband
Router.
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1 Getting Started

1.1 Basic Concepts

The Verizon 4G LTE Network

4G Long Term Evolution (LTE) is the latest standard for mobile Internet access and
offers superior connection speeds compared to 3G, the predecessor.

K'\ The HomeFusion Broadband Router only supports 4G LTE to access the

Internet. It is not possible to fall back to 3G in the event of a temporary
service interruption of the 4G LTE network.

Your Home Network

verizon

4G LTE Network

=== MoCA connection

Wired Ethernet connection

:)-» WiFi connection

Your Home Network

Your home network consists of the following components:
m One HomeFusion Broadband Antenna (HBA)
m One HomeFusion Broadband Router (HBR)

m One or more network devices (computers, network printers and so on)
MoCA is a standard for home networking over a coax connection.

The HBA

The HBA is mounted on the side of the house and is the interface between the
Verizon 4G LTE Network and your MoCA devices.

The HBR

The HomeFusion Broadband Router is located in your home and is responsible for
interconnecting:

m WiFi devices (for example: portable computers, wireless printers, smartphones
with WiFi support and so on)

m Wired Ethernet devices (for example: computers).
m MoCA devices (for example: the HBA)

This means that all devices that are connected to the HBR will also have access to the
HBA, which in turn provides access to the Verizon 4G LTE Network.
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1 Getting Started

1.2 Contents of the HBR Box

Your box should contain the following items:

1 2 3
1 1

CONSUMER
INFQRMATION

IMPORTANT
CONSUMER

Item Description

1 Four documents:
m The Quick Start Guide (Start Here)
m The Safety and Regulatory Notices

m The Consumer Information about Radio Frequency Emissions and
Responsible Driving

m Important Consumer Information

Read these documents before you start using your HBR.

2 The HomeFusion Broadband Router.
In this User Manual we will refer to it as HBR.

3 The Wall Mounting kit containing:
m The wall mount docking station
m Screws and plugs

4 One power supply for the HBR

5 One yellow Ethernet cable (RJ-45)
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1 Getting Started

1.3 Getting to Know the HBR

This section introduces you to the different components of the HBR.

Topic Page

“1.3.1 Front Panel” 6

“1.3.2 Back Panel” 10
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1 Getting Started

1.3.1 Front Panel

Status LEDs WPS button

verizon

Components
On the front panel of the HBR, you can find:
m The Status LEDs:
These Status LEDs allow you to check the state of the services offered by the HBR.

m WPS button and LED:
The WPS button allows you to add new wireless clients to your local network in a
swift and easy way, without the need to enter any of your wireless settings
(network name, wireless key, encryption type).

(') Power LED
Color State Description
Green Solid Powered on and functioning normally.

Blinking Starting up.

Amber | Blinking Upgrade ongoing.
Do not remove any cables or switch off the HBR when
the HBR is upgrading.

Red Solid Error during startup.
Call Customer Care at 800-922-0204.

Off The HBR is powered off.
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1 Getting Started

LS Internet LED

Color State Description
Green Solid Connected to the MoCA network.
Blinking Connected to the MoCA network, activity.
Amber | Solid Connected to the MoCA network but internal
registration failure.
Blinking Connected to the MoCA network, activity but internal
registration failure.
Red Solid No link to the MoCA network.
Blinking Connected to the MoCA network, HBA could not be
found.
Off The HBR is either powered off or starting up.

+ Phone LED — Phone service is not supported at this time

Color State Description
Green Solid Connected to the Verizon telephone network.
Blinking Call ongoing or connecting to the Verizon telephone

network.

Amber | Blinking Voice mail message available.

Red Solid Failed to connect to the Verizon telephone network.

Off The HBR is either powered off or telephony is not
enabled.

== Ethernet LED

Color

State

Description

Green

Solid One or more the device(s) connected to the Ethernet
port, no client data activity
Blinking One or more the device(s) connected to the Ethernet

port, client data activity

DMS-CTC-20110909-0007 v2.0




1 Getting Started

Color State Description
Red Solid No devices connected to the Ethernet port.
Off m The HBR is powered off or starting up.
m All devices connected to the Ethernet ports are
powered off.
() WiFi LED
Color State Description
Green Solid Wireless is enabled, no client data activity
Blinking Wireless is enabled, client data activity
Off m The HBR is powered off or starting up.
m Wireless is disabled.
For more information, see “4.2 Basic Security Settings”
on page 37.
WPS LED
Color State Description
Green Solid WPS successful.
Amber | Solid WPS button pressed.
Blinking WPS session ongoing. The session will stop in either of
the following cases:
m After a successful connection.
m After two minutes.
Red Blinkingat | Connection failed or other error, try again.
aconstant | |f the problem persists, configure your wireless client
rate manually. For more information, see “2.3.2 Connecting
Your Wireless Device Manually” on page 19.
Blinking Another WPS session is already ongoing. Wait for two
with a minutes and then try again.
pause If the problem persists, configure your wireless client
pattern manually. For more information, see “2.3.2 Connecting
Your Wireless Device Manually” on page 19.
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1 Getting Started

Color State Description

Off m WPS not initiated.
m The HBR is powered off or starting up.

For more information on how to connect your wireless clients using WPS, see
“2.3.1 Connecting Your Wireless Devices via WPS” on page 17.
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1 Getting Started

1.3.2 Back Panel

Overview

The following picture gives you an overview of all the back panel components:

USB port (A)

Allows you to power or charge your USB devices. The USB port can deliver up to
500mA of current. Consult the documentation of your device to check how much
current it needs to be able to power or charge.

9 Any other possible use of the USB port is currently not supported.

Power switch (B)
Allows you to switch the HBR on/off.

Power inlet (C)

This is where you will plug in the power adapter.

Reset button (D)
If you press this button for:
m 2 seconds, the HBR will reboot.

m 10 seconds, the HBR will return to its factory default settings. All changes that you
made to the default configuration will be lost. For example: wireless settings,
date and time settings, static IP address allocation and so on.

DMS-CTC-20110909-0007 v2.0 10



1 Getting Started

LAN Ethernet Ports (E)

Allow you to connect your local devices (for example: a laptop, network printer or
gaming console) using Fast Ethernet.

Each LAN port also has a LED to indicate the state of the Ethernet connection on this

port:
On Device connected to this port, no client data activity.
Blinking Device connected to this port, client data activity
Off m The HBR is powered off or starting up.
m No device connected to this port.

WAN coaxial cable port (F)
Allows you to connect the HBR to the HBA.

Phone port (G)

Allows you to connect your telephone to the Verizon Wireless telephone network.

e The Phone service is not supported at this time.

DMS-CTC-20110909-0007 v2.0
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2 Setup

Setup procedure
Complete the following steps to setup the HBR:

1 If a different router was being used previously, disconnect it. Remove all
components, including power supplies and cables; they will not work with the
HBR.

2 Connect the HBR to the HBA.
For more information, see “2.7 Connecting the HBR to the MoCA Network” on
page 14.

3 Power on the HBR.
For more information, see “2.2 Powering on the HBR” on page 15.

4 Connect your network devices.
For more information, see “2.3 Connecting Your Network Devices” on page 16.

Normally, the Verizon Wireless technician already took care of the
9 installation of your HBR and HBA. So the only thing that you might need to
do is add new network devices to your network.

In case of problems
If you have trouble configuring the HBR, try the following:
1 Refer to “Support”on page 136.

2 If you did not find a solution in the Troubleshooting section, call the Customer
Care at 800-922-0204.

Optional configuration

After completing the setup procedure, the HBR is ready for use. Optionally, you can
now:

m Further configure the HBR to your needs (for example, change the wireless
security) using the Graphical User Interface (GUI) of the HBR.
For more information, see “Graphical User Interface (GUI)” on page 26.

m Wall mount the HBR. For more information, see “2.4 Wall Mounting the HBR
(Optional)” on page 24.

DMS-CTC-20110909-0007 v2.0
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2 Setup

2.1 Connecting the HBR to the MoCA Network

Procedure

Coax cable

1 Take one end of the coaxial cable and connect into the coaxial wall jack.
2 Connect the other end to the WAN port of the HBR.

DMS-CTC-20110909-0007 v2.0
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2.2 Powering on the HBR

Procedure

Take the power supply that is included with your HBR.

Connect the power cord to the Power port of the HBR.

Plug the other end into an electrical outlet.

Push the On/Off switch to turn on the HBR.

Wait a few minutes to allow the HBR to complete the start up phase.
The Power LED on the front panel of the HBR must be solid green.

After a few minutes, the Internet (LJ[5#) LED must be solid green.

If this is not the case, make sure that the coaxial cable is connected properly at
both ends. For more information, see “2.7 Connecting the HBR to the MoCA
Network” on page 14.

N & 1 A W N =

DMS-CTC-20110909-0007 v2.0
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2.3 Connecting Your Network Devices

Introduction

This section helps you to connect your network devices (for example, a computer, a
network printer and so on) to the HBR network.

Connection options
If you want to connect your computer to the HBR using:
m A wireless connection, you can connect your computer:

» Via WPS push button configuration, proceed with “2.3.7 Connecting Your
Wireless Devices via WPS” on page 17.

» By manually entering the settings, proceed with “2.3.2 Connecting Your Wireless
Device Manually” on page 19.

m A wired (Ethernet) connection, proceed with “2.3.3 Wired Connection to the HBR”
on page 23.

DMS-CTC-20110909-0007 v2.0
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2.3.1 Connecting Your Wireless Devices via WPS

WPS

Wi-Fi Protected Setup (WPS) allows you to add new wireless devices to your local
network in a swift and easy way, without the need to enter any of your wireless
settings (network name, wireless key, encryption type).

Requirements

m Your wireless device must support WPS. Check the documentation of your
wireless device for this.

9 Both Windows 7 and Windows Vista Service Pack 1 have native WPS
support.

m The HBR must use WPA2 (default setting), WPA+WPA2 or WPA-TKIP.

K!\ It is not possible to use WPS when the HBR uses WEP or no encryption.

Procedure
Proceed as follows:
1 Briefly press the WPS button on the HBR:

2 The WPS button LED starts blinking amber. This indicates that the HBR is now
searching for wireless devices that are in registration mode. You now have two
minutes to start WPS on your wireless device.

3 Start WPS on your wireless device.
4 The HBR is now exchanging the security settings.

5 Atthe end of the procedure the status of the WPS LED will change to either of the
following:
» Solid green

This indicates that you have successfully registered your wireless device. You
are now connected to the HBR network.

» Blinking red at a constant rate
This indicates that the HBR could not find your wireless device. Use the same
procedure to try again (you do not need to wait until the LED turns off).
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» Blinking red with a pause pattern
This indicates that another WPS session is already ongoing. Wait for two
minutes and then try again.

Troubleshooting

If you are having trouble connecting your wireless device via WPS, configure your
wireless client manually. For more information, see

DMS-CTC-20110909-0007 v2.0
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2.3.2 Connecting Your Wireless Device Manually

Requirements

m Your network device must be equipped with a WiFi-certified wireless client.

m Your network device must be configured to obtain an IP address automatically.
This is the default setting.

Procedure

If you want to connect a computer using the wireless network, configure the

wireless client on your computer with the wireless settings printed on the label of
the HBR.

{ FR—— ]

WEP/WPA2 key: FkkkkFkk kR k Ak

1

&

9 The default encryption type is WPA2.

To configure these settings on:
m Windows 7, proceed with “Connect your computer on Windows 7" on page 20.

m Windows Vista, proceed with “Connect your computer on Windows Vista” on
page 20.

m Windows XP, proceed with “Connect your computer on Windows XP” on page 21.
m Mac OS X, proceed with“Connect your computer on Mac OS X” on page 22.

m On another operating system, consult the help of your wireless client or
operating system.

DMS-CTC-20110909-0007 v2.0 19



2 Setup

Connect your computer on Windows 7
Proceed as follows:
1 Click the wireless network icon (&f)in the notification area.
2 Alist of available wireless networks appears.

TNCAP123456 o °
TMS-WLANL M
TMS-WLANZ M
TMS-VISITOR =
01329 o
167 M
ThomsonBOG2ES o
W -

= u
Double-click the HBR access point.

The HBR is listed with the network name (SSID) that is printed on the
back of the HBR (for example: TNCAP123456).

TNCAPSA

3 Windows prompts you to enter the network security key.

Type the network security key

Securty key:

Type the WPA2 key that is printed on the back of the HBR in the Network key
and Confirm network key box and click Connect.

Connect your computer on Windows Vista
Proceed as follows:
1 Click Start @ and click Connect To.
2 Alist of available wireless networks appears.
3 Double-click the HBR access point.

The HBR is listed with the network name (SSID) that is printed on the
back of the HBR (for example: TNCAP123456).

DMS-CTC-20110909-0007 v2.0
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4 Windows prompts you to enter the network security key.
T Connect to.2 Network =)

Type the network security key

Security key:

[T Hidle characters

Type the WPA2 key that is printed on the back of the HBR in the Network key
and Confirm network key box and click Connect.

Connect your computer on Windows XP
Proceed as follows:

1 Right-click the wireless network connection icon (B or B )in the notification area
and then click View Available Wireless Networks.

2 Alist of available wireless networks appears.

€ Wireless Network Connection [
Network Tasks. Choose a wireless network

) Refiesh network st Cick antemn th st below to connect to a wireless network i range or to get more:
information,

(o) TCAP123856

etwork (WPAZ)
rk, cick Connect, You might need to enter

i

Rty

P Change the order of
prefered networks

Gy Change advanced
L4 settings

Double-click the HBR access point. The HBR is listed with the network name
(SSID) that is printed on the back of the HBR (for example: TNCAP123456).

If the HBR is not in the list, see “Windows can not find the HBR access point”
on page 139.

3 Windows prompts you to enter the network security key.

Wireless Network Connection

The netiwork TNCAP 123456

twork key (also called a WEP key or WPA key). A
network key helps prever to this network.

from connecting

Type the key, and then dick Conrect

Network key: [eee

Confirm network key: [eveseasens |

Type the WPA2 key that is printed on the back of the HBR in the Network key
and Confirm network key box and click Connect.

DMS-CTC-20110909-0007 v2.0 21
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4 You are now connected to the HBR:

15 Wireless Network Connection 3]

network Tasie) Choose a wireless network
& Refresh network list Click an item in the list below to connect to a wireless netwerk in range or to get more
information.
<2, Setup a wireless network ((Qy) THCAP123456 Connected vy,
for a home or small office i
¢ Security-enabled wireless network (WPAZ2) alll
AINCAP123456 (T) THS-WLAN2 v
i Learn about wreless ! Security-enabled wireless network (WPA) aill
EEEETT (gy) THS-wLANL
i Change the order of i X I
preferred networks ¥ Security-enabled wireless network ailll
o Change advanced ()] THCAPGAALIA v
settings.
Unsecured wireless network il
ztest
(ui))
¥ Security-enabled wireless network (WPAZ) anll
TMS-VISITOR
(ui))
¥ Security-enabled wireless network (WPAZ) anll 0

Connect your computer on Mac OS X
Proceed as follows:
1 Click the Airport icon on the menu bar.

2 Alist of available wireless networks appears.

-1> &P (62%) Wed 19:04 1
AirPort: On
Turn AirPort Off

No network selected
ThomsonB062E6
TNCAP123456 &

Join Other Network...
Create Network...
Open Network Preferences...

Select the HBR from the list.

The HBR is listed with the network name (SSID) that is printed on the
back of the HBR (for example: TNCAP123456).

3 The AirPort window prompts you to enter your WPA password.

The network “TNCAP123456" requires a WPA
) password.

Password: [| ]

[ Show password
E Remember this network

In the Password box, type the WPA2 key that is printed on the back of the HBR
and select the Remember this network box and click OK.

4 You are now connected to the HBR network.

DMS-CTC-20110909-0007 v2.0
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2.3.3 Wired Connection to the HBR

Requirements

m Both your network device (for example, a computer, an Ethernet switch and so
on) and HBR must have a free Ethernet port.

m Your network device must be configured to obtain an IP address automatically.
This is the default setting. For more information, see “70.4 Configuring Dynamic IP
Addressing on Windows” on page 143.

Procedure

Computer

Yellow Ethernet Cable

Proceed as follows:
1 Take the yellow Ethernet cable that was included in your box.

2 Plug the Ethernet cable into one of the four yellow Ethernet ports on the back of
the HBR.

3 Plug the other end of the yellow Ethernet cable into an Ethernet port on the
computer.

4 If you have not yet started up your computer, start up your computer.

5 The LED on the connected Ethernet port should be solid green or blinking green.

6 Use the same procedure to connect your other Ethernet devices (computers,
network printers and so on).

DMS-CTC-20110909-0007 v2.0
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2.4 Wall Mounting the HBR (Optional)

Introduction

This section will help you to wall mount the HBR.

What you need
m A power drill
m A pencil to mark the mounting holes
m A small level is recommended to level the two holes
m The following box items:
» The HBR
» The wall mount bracket
» The screws and wall plugs

Procedure
Proceed as follows:

1 Place the wall mount bracket against the wall at the position where you want to
mount the HBR.

2 Mark the mounting holes with a pencil.

e If possible, use a level placed on top of the bracket to level the bracket.

3 Put the wall mount bracket down.
4 If you want to:

» Use wall plugs, drill the mounting holes with a 15/64 inches diameter drill bit
and insert the wall plugs in the drilled holes.

» Insert the screws directly into the wall, drill the mounting holes with a 5/64
inches diameter drill bit.

The wall plugs are used in softer material such as drywall to provide a
more secure mount.

DMS-CTC-20110909-0007 v2.0 24
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5 Place the wall mount bracket back into position and insert the screws.

6 Carefully hang the HBR on the wall mount bracket.

DMS-CTC-20110909-0007 v2.0 25
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3 Graphical User Interface (GUI)

Introduction

The Graphical User Interface (GUI) is a web browser interface that allows you to
configure both the HBR and the HBA settings.

Requirements

JavaScript must be enabled on your browser (this is the default setting). For more
information, consult the help menu of your web browser.

Accessing the GUI
Proceed as follows:
1 Open your web browser.
2 Inthe Address box, type http://192.168.1.254 and press ENTER.

3 The HBR prompts you to enter your user name and password. Enter your user
name and password and click OK.
If you did not yet change the password, type admin in the User Name box
9 and type the Login password printed on the back label of your HBR in the
Password box.

[ LOgin Password: **************J

4 The HBR GUI appears.

My Router Action Zone
[ — edomiosiioss
E/ HBR Status Connection Type: Ethernet
cot 1P Address: 152.168.1.17
GOTOTHE
i R

Your HBR is ready for Internet
Access

UGE '
I Broadband Connection

Connection Status: Connected

Signal Strength: dﬂ]

- Home Fusion Broadband:
verizon

* Quick Start Guide

o User Manual
o Protection Flan
« Terms & Conditions.

Quick Links

* Change Wireless Settings
o Change Login User Name / Password
« Verizon Help

* Logout
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3 Graphical User Interface (GUI)

Menu

The menu bar on the top contains the following items:

Icon Name

For more information, see...

= | Main “3.1 Main” on page 29.

% Wireless Settings “4 GUI: Wireless Settings” on page 34.
&
i|:‘-'_-'":.|| My Network “5 GUI: My Network” on page 46.

=

Firewall Settings “6 GUI: Firewall Settings” on page 54.

Z

/\a Parental Control “7 GUI: Parental Control” on page 71.
Advanced “8 GUI: Advanced Settings” on page 75.
N~

. | System Monitoring | "9 GUI: System Monitoring” on page 126.
&

DMS-CTC-20110909-0007 v2.0

28



3 Graphical User Interface (GUI)

3.1 Main

Main page
The Main page provides a summary view of the main services of the HBR. The
content of the page is divided into three groups:

m My Router
For more information, see

m My Network
For more information, see

m Action Zone
For more information, see

DMS-CTC-20110909-0007 v2.0
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3 Graphical User Interface (GUI)

3.1.1 My Router

Introduction
~mmmrz=amsm | The My Router pane displays the status of the HBR's network
CAN and Internet connection and contains the following items:
Vour HBR i Ready for Internet m HBR Status
UG Hucm m Broadband Connection
comectionstaus:  Comected  Quick Links

Signal Strength: ‘

Quick Links

o Port Forwarding

o Change wireless Settings
o Change Login User Name / Password
« Verizon Help

o Logout

HBR Status

[g/ HBR Status 0 HBR Status
G STOP!

Your HBR is Ready for Internet
Access

Check your Broadband
Connection

The HBR Status informs you about the status of your Internet connection:

Icon Description

E’ Indicates that the HBR is connected to the Internet.

0 Indicates that the HBR is not connected to the Internet.

Broadband Connection

L w
qE l: Broadband Connection qE: Broadband Connection

Connection Status: Connected Connection Status: Unreachable

Signal Strength: ‘ Signal Strength: \:[[[[l

Under 4G LTE Broadband Connection, you can view:
m The status of the 4G LTE connection.
m The signal strength of the 4G LTE connection.

DMS-CTC-20110909-0007 v2.0



3 Graphical User Interface (GUI)

Quick Links

The Quick Links section provides links to frequently used pages. The following
quick links are available:

m Port Forwarding

Click this link to assign a service (for example a HTTP server) to a network device.

Request for this service that are initiated from the Internet will automatically be
forwarded to this device.

m Change Wireless Settings
Click this link to configure the wireless access point of the HBR.
For more information, see

m Change Login User Name/Password
Click this link to change your login information.
For more information, see

m Verizon Help
Click this link to view the online help of the HBR.

m Logout:
Click this link to quit your session. You will need to re-enter your user name and
password to return to the GUI.

DMS-CTC-20110909-0007 v2.0
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3.1.2 My Network

Introduction
T [ MyNotwork ||

152-168-13

Ethernet
182.168.1.3

DMS-CTC-20110909-0007 v2.0

The My Network pane, provides you an overview of

the devices that are currently connected to the HBR.

The following information is provided for each
device:

m PCName:
Displays the name that will be used to reference
to the device.

m Connection Type:
Displays how the device is connected to the HBR
(Ethernet, Wireless or Coax).

m IP Address:
Displays the IP address of the device.

m Status:
Displays whether the device is currently
connected or not.
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3 Graphical User Interface (GUI)

3.1.3 Action Zone

Introduction
[ Actonzons ||

‘ =) GOTOTHE >
INTERNET NOW
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The Action Zone pane allows you to access specific Verizon
services and support information. Click:

m GO TO THE INTERNET NOW to browse to your home
page.

m Quick Start Guide to view the latest version of the Quick
Start Guide.

m User Manual to view the latest version of this User
Manual.

m Protection Plan to view more information on the Verizon
Wireless HomeFusion Broadband Protection Plan.

m FAQ to view the Frequently Asked Questions.

m Email to sign into your Verizon HomeFusion Email
Account.
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4 GUI: Wireless Settings

4.1 Wireless Status

Introduction

The Wireless Status page provides you an overview of the wireless settings that are
currently used by the HBR.

Overview
Wireless Status
Radio Enabled: Yes
SSID: TNCAP192825
Channel: Automatic (1)
Security Enabled: Yes
WEP 64-bit: /A
WPA2: Enabled
PSK: 850FCFODAD
Security Mode: AES
SSID Broadcast: Enabled
MAC Authentication: Disabled

Wireless Mode:
wWHM:
Received Packets:

Sent Packets:

Compatibility Mode (802.11b/g/n)
Enabled

0

316

The following settings are available:

m Radio Enabled:
Displays whether the HBR’s wireless radio is active.

m SSID:
To distinguish one wireless network from another, each wireless network has its
own network name, often referred to as Service Set IDentifier (SSID). All your
wireless devices on your network must use this network name.

m Channel:
Displays the channel to which the wireless connection is currently set. When you
select Automatic (default setting), the HBR automatically selects the best
channel for your wireless communication. The actual channel will then be
displayed between parentheses (for example, Automatic (6) indicates that
channel 6 is selected).

m Security Enabled:
Displays whether wireless security is enabled. If security is enabled, the HBR is
using one of the following encryption types to secure your wireless connection:
» WEP 64-bit or 128-bit:
The oldest and also least secure encryption type. We recommend to use WPA 2
instead. Only use it if your wireless client does not support WPA.
» WPA - TKIP
The first version of WPA. Only choose this option if none of your wireless
clients support WPA2.
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» WPA+WPA2:
This is a mixed mode. In this mode, WPA2 is the preferred encryption type but
wireless clients that do not support WPA2 can still use WPA as encryption type.
Choose this option if not all of your wireless clients support WPA2 or if you are
not sure. Wireless clients that support WPA2 will use WPA2, the others will use
WPA.

» WPA2 (default):
The most recent and most secure version of WPA. Choose this version if you
are sure that all your wireless clients support WPA2.

When you connect to the HBR, you have to enter the key that is listed next to
the encryption type.

m SSID Broadcast:
Displays whether the HBR is broadcasting its SSID. If activated, the SSID will
appear in the list when a wireless client scans for available networks. For more
information, see

m MAC Authentication:
If MAC authentication is enabled, only wireless clients that are included in the
Access list are allowed to connect. For more information, see

m Wireless Mode:
Displays the types of wireless device that can join the network. Options include:

» Compatibility Mode (802.11b/g/n)
In this mode 802.11b, 802.11g and 802.11n can be used to connect to the HBR.

» Legacy Mode (802.11b/g)
In this mode only 802.11b- and 802.11g connections can be used to connect
to the HBR. 802.11n connections are not allowed.
= WMM:
Wi-Fi Multimedia is a QoS (Quality of Service) system for your wireless
connection. It prioritizes packets based on their type (voice, video, best effort and
background).

m Received Packets:
The number of packets received and sent since the HBR's wireless capability was
activated.

m Sent Packets:
Displays the number of packets received and sent since the HBR's wireless
capability was activated.
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4.2 Basic Security Settings

Introduction

The Basic Security Settings page allows you to configure the basic wireless settings
of the HBR in a step-by-step approach.

K!\ Your changes will only be applied as soon as you click the Apply button.

Overview of the steps
This section describes:
Step 1: Turn Wireless ON/OFF
Step 2: Change the SSID setting to any name or code you want
Step 3: Channel
Step 4: Click on the button next to WEP
Step 5: Select a WEP Key
Step 6: Turn WPS ON

Step 7: Write down wireless settings

Step 1: Turn Wireless ON/OFF

1.Turn Wireless ON

Wireless: @ on O off

If you want to:
m Turn on the wireless interface, select On.

m Turn off the wireless interface, select Off.
Be aware that wireless access will no longer be available. Make sure that nobody
is using the wireless connection before turning it off.

We recommend that you leave the wireless interface turned on.

Step 2: Change the SSID setting to any name or code you want

2.Change the SSID setting to any name or code you want
(SSID is the same thing as the name of your Wireless Network.)

SSID: IyssiD

If you want to change the default network name of your wireless network, type the
new network name in the SSID box.

DMS-CTC-20110909-0007 v2.0
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Step 3: Channel

3.Channel

To change the channel of the frequency band at which the Router communicates, please enter it below. Then click apply to save your
settings:

NOTE: In the United States, use channels 1-11.

Channet: [ Avomate %
[0 keep my channel selection during power cycle.

If you want to change the channel for your wireless communication, select a new
channel in the Channel list.

We recommend that you use Automatic (this is also the default). When Automatic

is selected the HBR will choose the channel that has the least interference. Only
change it if you experience wireless connectivity problems.

Step 4: Click on the button next to WEP

4.click on the button next to WEP

WEP prevents unintentional connections to vour wireless home network. For greater protection against hacking and security
breaches, see Advanced Security Settings.

WEP @ off
In this step you are able to use WEP encryption to secure your wireless connection.
WEP has been proven to have some security issues.

'\ The only reason why you might consider to use WEP is if you have older
K wireless devices in your network that only support WEP.

We recommended that you keep the Off option selected and use WPA2 or
WPA+WPA2 instead. For more information, see

Step 5: Select a WEP Key

5.Select a WEP Key

NOTE: - To create a 60/40 WEP Hex Key, you need to enter a combination of 10 digits. You can choose any letter from A-F or any.
number from 0-8. Sample HEX WEP Key: OFB310FF28.

Select a WEP Key:

Key Code: 0 Digits left

If you did choose to enable WEP in the previous step, this step will allow you to
choose the WEP key.

1 Inthe Select a WEP key list, select:

» 64/40 bit and Hex to enter a combination of 10 digits. You can choose any
letter from A-F or any number from 0-9. For example: OFB310FF28.

» 64/40 bit and ASCII to enter a combination of 5 ASClI characters. For example:
hello.

» 128/104 bit and Hex to enter a combination of 26 digits. You can choose any
letter from A-F or any number from 0-9. Sample HEX WEP Key:
OFB310FF280FB310FF28123456.

» 128/104 bit and ASCII to enter a combination of 13 ASCll characters. For
example: sayhelloworld.

2 Enter the key of your choice in the Key Code box.
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3 If needed, complete the other steps
4 Click Apply on the bottom of the page.

Step 6: Turn WPS ON

6.Turn WPS ON
NOTE: WPS can only be used in combination with WPA or WPA2 encryption options.

WPS: on @ off

Wi-Fi Protected Setup (WPS) allows you to add new wireless clients to your local
network in a swift and easy way, without the need to enter any of your wireless
settings (network name, wireless key, encryption type).

WPS can only be turned on if you are using WPA or WPA+WPA2 to encrypt your
wireless connection. If WEP or no encryption is used, the selection will be
unavailable.

To turn WPS on/off:

1 Under WPS, select On/Off.

2 If needed complete the other steps.
3 Click Apply.

Step 7: Write down wireless settings

7.Write down wireless settings.

1n order for every computer to connect to this Router wirelessly, you need to make sure that the wireless setup for each computer
uses the SAME settings listed below. Please make sure that you write down all of the values set on this screen.

Current Wireless Status:

Wireless: on

SSID TTTe7

64-BIT WEP: OFF

64-BIT WEP KEY: 1C900EAS2C

WPA: ON  (Use Advanced Settings page to change)
WPS OFF

Channel Automatic (1)

SSID Broadcast: Enabled

MAC Authentication: Disabled

Wireless Mode Compatibility Mode (802.11b/g/n)
Fackets Sent 4529

Packets Received: 2430

This step gives you an overview of the settings that will be active as soon as you click
the Apply button on the bottom of the page.

You can print or write down this overview, this might be useful when configuring a
wireless client.

APPLY YOUR CHANGES

Do not forget to click Apply on the bottom of your page to activate your changes.
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4.3 Advanced Security Settings

Introduction

The Advanced Security Settings page allows you to take your wireless security to
the next level.

To improve the security of your wireless network you can add the following security
levels:

m Level 1: Securing your wireless traffic as it transmits through the air
This level is allows you to encrypt your wireless traffic with a wireless key to make
sure that only the sender and the receiver can read the data that is sent over your
wireless connection.
For more information, see

m Level 2: Stop your gateway from broadcasting your Wireless Network Name
(SSID)
This level allows you to disable the broadcasting of your wireless network name
to hide your wireless network from other users.
For more information, see

m Level 3: Limit access to certain wireless devices
This level allows you to:

» Limit access based on the MAC address of the wireless device.
For more information, see

» Limit access based on the wireless mode supported by the wireless device.
For more information, see

DMS-CTC-20110909-0007 v2.0
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4.3.1 Securing Your Wireless Connection

Encryption types
The HBR supports the following encryption types:

m WEP:
The least safe encryption type used for wireless connections. WEP has been
proven to have security issues. Only use this encryption if your wireless device
does not support WPA2 or WPA.

= WPA - TKIP
The first version of WPA. Only choose this option if none of your wireless clients
support WPA2.

= WPA+WPA2:
This is a mixed mode. In this mode, WPA2 is the preferred encryption type but
wireless clients that do not support WPA2 can still use WPA as encryption type.
Choose this option if not all of your wireless clients support WPA2 or if you are
not sure. Wireless clients that support WPA2 will use WPA2. The others will use
WPA.

m WPA2 (default and recommended encryption):
The most recent and most secure version of WPA. Choose this version if you are
sure that all your wireless clients support WPA2.

m None

'\ If you want to configure WPA2 on the built-in wireless utility of Windows XP
¢ / Service Pack 2 (SP2), you first have to:

m Upgrade your Windows XP to Service Pack 3.
- or -

m Install the following update: http://support.microsoft.com/kb/917021.

Although the HBR allows you to use WEP or no security, we strongly advise against
this! We recommend that you use WPA2.

Changing the encryption type
1 On the Wireless Settings menu, click Advanced Security Settings.
2 Under Level 1, select the encryption type of your choice.
3 Enter the pre-shared key of your choice or use the default one.
4 Click Apply.

Changing the wireless key
1 On the Wireless Settings menu, click Advanced Security Settings.
2 Under Level 1, re-select the encryption type that you are currently using.
3 Enter the pre-shared key of your choice or use the default one.
4 Click Apply.
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4.3.2 SSID Broadcast

SSID

To be able to distinguish one wireless network from another, each wireless network
has its own network name, often referred to as Service Set IDentifier (SSID). All your
wireless devices on your network must use this network name (and the correct
encryption).

Broadcast

By default, the HBR broadcasts its wireless SSID. Wireless clients can then detect the
presence of your network and inform the users that this network is available.

Enabling SSID broadcast does not mean that everyone can connect to your
network. They still need the correct wireless key to connect to the HBR
network. It only informs them that your network is present.

Disabling SSID Broadcast
Proceed as follows:
1 On the Wireless Settings menu, click Advanced Security Settings.
2 Under Level 2, click SSID Broadcast.
3 The SSID Broadcast page appears:

SSID Broadcast

When SSID Broadcast is enabled, it means that any computer or wireless device using the SSID of 'Any’ can see your Gateway. To
prevent this from happening, disable the SSID broadcast so that only those Wireless devices with your ESSID can access your
Gateway.

@enable O pisable

[ Eacic ] Aol

Click:
» Enable to allow wireless clients to see your wireless network.
» Disable to prevent wireless clients from seeing your wireless network.
4 Click Apply.
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4.3.3 Wireless MAC Authentication

MAC Address

A MAC (Media Access Control) address is a unique hexadecimal code that identifies a
device on a network. Each network device has such a MAC address.

MAC Authentication

When using MAC authentication, you allow or deny devices to access to your
network based on their MAC address.

Warning: MAC authentication alone is not enough!

Wireless MAC Authentication only offers a limited level of security. Hackers can
easily detect a trusted MAC address and clone this trusted MAC address to their own
computer, which will enable them to pass the MAC authentication filter. That's why it
is important that you first secure your wireless connection (preferably with a WPA2
encryption key). This way hackers won't be able to interpret your wireless traffic.

Enabling MAC Authentication
Proceed as follows:

1

2
3
4

On the Wireless Settings menu, click Advanced Security Settings.

Under Level 3, click Wireless MAC Authentication.

Select Enable Access List.

Select:

» Accept all devices listed below if you want to block all devices by default.
» Deny all devices listed below if you want to allow all devices by default.

Now you can add exceptions to the default rule: enter the MAC addresses of the
device in the Client MAC Address box and click Add. Repeat this step for each
device.
If you choose Accept all devices listed below and you are currently
9 connected using a wireless connection, make sure to add the MAC address
of your wireless client. If you do not do so, you will be disconnected from
the wireless network.

Click Apply.
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4.3.4 802.11b/g/n Mode

Introduction

The 802.11b/g/n Mode page allows you to specify which wireless standards you
want to support.

Wireless standards
The HBR is able to support the following wireless standards:
m 802.11n offers the highest speed (up to 130Mbps) and best range.
m 802.11g offers speeds up to 54Mbps.
m 802.11b offers speeds up to 11Mbps.

Procedure
Proceed as follows:

1 On the Wireless Settings menu, click Advanced Security Settings.
2 Under Level 3, click 802.11b/g/n Mode.
3 The 802.11 Mode page appears:

802.11 Mode

<to n be cted to wireless devices either 802.11b/g (11Mbps/SdMbps) or 802.11n (130
MbDS] we\es dEch sewm thE Dutmn tha( best apuhes o your we\es network. Then click Apply button to save your settings.

OTE
e empatibility Mode' to support 802, 11bg & 802.11n
‘Legacy Mede' te support only 802.11bg.’

802.11 Mode: Compatiilty Mode (802.11b/gin) v

In the 802.11 Mode list, select either of the following modes:
» Compatibility Mode (802.11b/g/n)

In this mode 802.11b, 802.11g and 802.11n can be used to connect to the HBR.
» Legacy Mode (802.11b/g)

In this mode only 802.11b- and 802.11g connections can be used to connect
to the HBR. 802.11n connections are not allowed.

4 Click Apply.
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4.3.5 Other Advanced Wireless Options

Warning

Changing the Advanced Wireless Options may affect your router's wireless
performance. Do not make any changes to these options unless you have been
instructed to do so by Verizon Wireless support personnel.

Accessing the Advanced Wireless Options page
Proceed as follows:
1 On the Wireless Settings menu, click Advanced Security Settings.
2 Under Level 3, click Other Advanced Wireless Options.
3 The HBR prompts you to confirm your choice. Click Yes.
4 The Advanced Wireless Options page appears.

Advanced Wireless Options

Transmission Rate: 130
CTS Protection Mode: Auto V)

Beacon

100 ms

RTS Thr 237

MSDU Aggre O enable  ® Disable

MPDU Aggregation:

@© enable O Disable

WHH Settings.
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5.1 Network Status

Introduction

The Network Status page provides you an overview of the devices that are
currently connected to the HBR.

My Network Connected Devices

2 216181 Ethernet: 1 device(s)
Connecti YRE: Ethernet
1p Address
1P Address Allocation: Static
MAC Address: 00:20:98:25:33:3e

192.168.1.81 lcoax: 0 device(s)

hwireless: + devica(s)

2)

edgmlos1 1038:
on Type @ Wircless

Unknown

Device Information
The following information is provided for each device:

m PCName:
Displays the name that will be used to reference this device.

m Connection Type:
Displays how the device is connected to the HBR (Ethernet, Wireless or Coax).

m IP Address:
Displays the IP address of the device.
m IP Address Allocation:
Displays whether the device is using:
» A Dynamic IP address
In this case the HBR assigns the first available address in the address pool. This
also means that you may get a different IP address the next time you connect.
» A Static IP address
In this case the device uses a dedicated IP address, you will always use the
same IP address for your connection. You can assign a static IP address either
on the HBR or your device.

m MAC Address:
Displays the unique hardware address of the HBR.

Connected Devices
Connected bevices The Connected Devices pane on the right displays how many
S devices are connected to a specific interface on the HBR.

Eplwireless: 2 device(s)
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5.2 Network Connections

Warning

The settings covered in this section should be configured by experienced network
technicians only!

Introduction

The Network Connections page allows you to configure the network connections
of the HBR.

Network Connections

HBR Connections.

2
2
g

guaa

Name Status

~l coax
) Broadband Connection (LTE)

Click & or the name of the connection to edit or view the settings of the
connection.
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5.2.1 Ethernet Properties

Introduction

The Ethernet Properties page allows you to view the properties of the Ethernet

switch of the HBR.

Ethernet Properties

« NOTE: Only advanced technical users should use this feature.

Ethernet

Connected

S8:98:35:19:2b:24
Disabled

1309

1207

1:43:53

Accessing the Ethernet Properties page
Proceed as follows:
1 On the My Network menu, click Network Connections.
2 The Network Connections table appears. Click Ethernet.
3 The Ethernet Properties page appears:

Ethernet Properties

« NOTE: Only advanced technical users should use this feature.

Network (Home/Office)
Hardware Ethernet Switch
58:98:35:19:2b:24.
Disabled

1308

1207

1:43:53

4 If you want to change the DHCP settings of the HBR, click IP Address
Distribution. For more information, see
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5.2.2 Wireless Access Point Properties

Introduction
The Wireless Access Point Properties page allows you to:
m Disable/enable the wireless access point.
m View/ change the network name (SSID) of the wireless access point.

m View the properties of the wireless access point of the HBR.

Access
Proceed as follows:
1 On the My Network menu, click Network Connections.

2 The Network Connections table appears. Click Wireless Access Point.
3 The Wireless Access Point Properties page appears:

Wireless Access Point Properties

NOTE: Only advanced technical users should use this feature.

ility Mode (802.11b//n)
58:98:35:19:2b:25

0

349

1:45:27

1500

Lo B cnce |

4 If you want to:

» Turn off the wireless access point, click Disable in the upper-right corner.

» Change the network name (SSID), type the new name in the Name box and
click Apply.
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5.2.3 Coax Properties

Introduction

A coax connection connects devices (such as set-top boxes) to the HBR using a
coaxial cable.

The Coax Properties page allows you to:

m Disable/enable the coax connection.

m View/change the settings of the coax connection.
m View Statistics about the coax connection.

Accessing the Coax Properties page
Proceed as follows:
1 On the My Network menu, click Network Connections.
2 The Network Connections table appears. Click Coax.
3 The Coax Properties page appears:

Coax Properties

« NOTE: Only advanced technical users should use this feature.

58:98:35:19:2b:24.

Disabled
112

EE
0:06:32

575000000 Mhz

Properties
The following properties are available:
m Status:
Displays the status of the coax connection.
m Network:
Displays the type of network.
m Connection Type:
Displays the type of connection.
m MAC Address:
Displays the unique hardware address of this interface.

m IP Address Distribution:
To change the value, click IP Address Distribution. For more information, see

m Packets Received:
Displays the number of packets that were received on the coax interface.
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m Sent Packets:
Displays the number of packets that were sent over the coax interface.

m Time Span:
Displays the time amount of time for which the coax interface has been
connected.

m Channel:
The channel used by the coax connection.

Controls

Click:

m Settings to change the following advanced settings:
» Channel
» Allowable frequency
» Network Coordinator Mode
» Transmit Power Control
» Maximum Transmit Power
» Privacy

m Statistics to view the statistics of your coax connection

m Node statistics to view the statistics of the devices that are using the coax
connection.

DMS-CTC-20110909-0007 v2.0
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5.24 Broadband Connection (LTE)

Introduction

The Broadband Connection (LTE) page allows you to access the broadband settings
of the HBA.

Accessing the broadband LTE settings
Proceed as follows:

1 On the My Network menu, click Network Connections.

2 The Network Connections table appears. Click Broadband Connection (LTE).
3 The Broadband Connection (LTE) Properties page appears.

Broadband Connection (LTE) Properties
NOTE: Only advanced technical users should use this feature.
Name: Broadband Comecton (LTE)
Status: Down

Network:
Connection Type:
MAC Address:
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6 GUI: Firewall Settings

Overview
This chapter describes the Firewall Settings pages.

Topic Page

“6.1 General” 56
“6.2 Access Control” 58
“6.3 Port Forwarding” 60
“6.4 DMZ Host” 61
“6.5 Port Triggering” 62
“6.6 Remote Aministration” 64
“6.7 Static NAT” 66
“6.8 Advanced Filtering” 67
“6.9 Security Log” 70
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6.1 General

Introduction

The firewall controls the flow of data between the local network and the Internet.
Both incoming and outgoing data are inspected and then either accepted (allowed)
or rejected (barred) from passing through the HBR according to a set of rules. The
rules are calculated to stop unwanted intrusions from the outside, while allowing

local network users access to required Internet services.

Security levels

The HBR features three pre-defined firewall security levels:

Security Level

Internet Requests

Local network requests

(Incoming Traffic)

(Outgoing Traffic)

Maximum Blocked: Limited:
Security No access to local network from Only commonly used
(High) Internet, except as configured in services, such as web
the Port Forwarding, DMZ host, browsing and e-mail, are
and Remote Access screens. permitted. These
services include Telnet,
FTP, HTTP, HTTPS, DNS,
IMAP, POP3 and SMTP.
Typical Blocked: Unrestricted:
Security No access to local network from | All services are permitted,
(Medium) Internet, except as configured in | except as configured in
the Port Forwarding, DMZ host, the Access Control
and Remote Access screens. screen.
Minimum Unrestricted: Unrestricted:
Security Permits full access from Internet | All services are permitted,
(Low) to local network; all connection except as configured in
attempts permitted. the Access Control
screen.

Configuring the firewall settings

Proceed as follows:

1 On the top menu, click Firewall Setting.

2 The HBR prompts you to confirm your choice. Click Yes.
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3 The General page appears:

General

O Maximum Security (High)
Inbound Policy: Reject.
Remote Administration settings will override the security inbound

policy.
Outbound Policy: Reject.

Outbound access is allowed to the following services: DHCP, DNS,
IMAP, SNTP, POP3, HTTPS, HTTP, FTP, Telnet.

@ Typical Security (Medium)
Inbound Policy: Reject.
Remote Administration settings will override the security inbound | ) -

policy.
Outbound Policy: Accept.

© Minimum Security (Low)
Inbound Policy: Accept. .
Outbound Policy: Accept. 3

[ 8lock 17 Fragments

4 Select the firewall level of your choice.

5 Check the Block IP Fragments box to protect the local network from attacks that
use fragmented data packets to sabotage the network.

VPN over IPSec and some UDP-based services make legitimate use of IP
fragments. Do not select this check box if you are using one of these
services.

6 Click Apply to save your changes.
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6.2 Access Control

Introduction

The HBR has an integrated access control list that allows you to block access to
specific services on the Internet.

You are able to configure:
m Which service has to be blocked (for example: no surfing on the Internet)

m Which computers should have this restriction (for example: your children's
computers)

m When does this restriction need to be active (for example: after 10pm).

Accessing the Access Control page
Proceed as follows:
1 On the top menu, click Firewall Settings.
2 The HBR prompts you to confirm your choice. Click Yes.
3 On the left menu, click Access Control.
4 The Access Control table appears:

Access Conrol

Block access to Interet services from within the LAN.

el || R st A
Fany Any World of WarCraft - TCP Any ->  Active S5
Add =3

To:
» Deactivate a rule, clear the check box next to the network device.
» Reactivate a rule, select the check box next to the network device.
» Editarule, click &.
» Delete arule, click &.

» Add a new rule, click Add on the bottom of the table. For more information,
see

Adding new access control rules
Proceed as follows:
1 On the bottom of the Access Control table, click Add.
2 The Add Access Control Rule appears:

Add Access Control Rule
Networked Computer / Device Any v
Protocol Any v

When should this rule occur? Aways ¥

=T
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3 Inthe Networked Computer / Device list, select:
» The device that you would like to block from using the service

» User Defined if the device is not listed, or you want to create a group of
devices. Click Add to define the new device or device group and follow the
instructions.

Repeat this step for each device that you want to add.
4 In the Protocol list, select the protocol that you want to block.
9 The list contains the most frequently used protocols. To view the full list,
select Show All Services in the Protocol list.
5 Inthe When should this rule occur list, select either of the following:
» Always to make this a permanent rule.

» User Defined to specify the time frames in which this rule will be applied. The
configuration procedure is similar to the one described in

6 Click Apply to activate the rule.
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6.3 Port Forwarding

Introduction

In its default state, the HBR blocks all external users from connecting to, or
communicating with the network, making it safe from hackers who may try to
intrude on the network and damage it.

However, the network can be exposed to the Internet in certain limited and
controlled ways to enable some applications to work from the local network (game,
voice, and chat applications, for example) and to enable Internet access to servers in
the network. Port forwarding (sometimes referred to as local servers) supports both
of these functions.

To grant Internet users access to servers inside the local network, each service
provided, as well as the computer providing it, must be identified.

Accessing the Port Forwarding page
Proceed as follows:
1 On the top menu, click Firewall Settings.
2 The HBR prompts you to confirm your choice. Click Yes.
3 On the left menu, click Port Forwarding.
4 The Port Forwarding page appears:

Port Forwarding

This feature enables applications (Games, Webcams, IM & Others) by openin
specific device port inside your local are

g a tunnel between re
pecific a

1 mote (Intemet) computers and a
ea network(LAN).

Create new port forwarding rule:

P Address forward to or sefect from menu | v, Appicaton to forward. -

Networked Computer / Device  Applications & Ports Forwarded  WAN Connection Type  Status  Delete

Active

All Broadband Devices | Active O

Creating a new port forwarding rule
Under Create new port forwarding rule:
1 Select either of the following:
» The device for which you want to create the rule.

» Specify IP to manually enter the IP address for the device that you want to
create the rule for.

2 Click Add to activate the rule.
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6.4 DMZHost

Introduction

The DMZ (De-Militarized Zone) host feature allows one device on the network to
operate outside the firewall. To designate a DMZ host:

To use an Internet service, such as an online game or video-conferencing
program, not present in the Port Forwarding list and for which no port range
information is available.

To expose one computer to all services without restriction or security.

9 Only one network computer can be a DMZ host at any time.

WARNING!
A DMZ host is not protected by the firewall and may be vulnerable to attack.

Designating a DMZ host may also put other computers in the local network at risk.

When designating a DMZ host, consider the security implications and protect it if
necessary.

Assigning a DMZ Host
Proceed as follows:

1

2
3
4

5

On the top menu, click Firewall Settings.

The HBR prompts you to confirm your choice. Click Yes.
On the left menu, click DMZ Host.

The DMZ Host page appears:

DMZ Host
Allow a single networked computer/device to be fully exposed to the Internet.
NOTE: If you have purchased a group of Static IP's and have enabled Static NAT for all of your static IPs, do NOT enable the DMZ Host
feat

[]oMZ Host 1P Address: 02 Jfes |1 o

Select the check box on the left and enter the IP address of the host that you
want to use as a DMZ host.

Click Apply.

Disabling the DMZ host
If, at any point, you want to disable the DMZ host:

1

Browse to the DMZ Host page.

2 Clear the check box on the left.
3 Click Apply.
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6.5 PortTriggering

Introduction

Port triggering can be used for dynamic port forwarding configuration. By setting
port triggering rules, inbound traffic is allowed to arrive at a specific network host
using ports different than those used for the outbound traffic. The outbound traffic
triggers which ports inbound traffic is directed to.

Example
Scenario
1 Alocal user accesses a remote gaming server using UDP protocol on port 2222.

2 The gaming server responds by connecting the user using UDP on port 3333
when starting gaming sessions.

Problem

m The firewall blocks inbound traffic by default. So the incoming message from the
game server (UDP:3333) will be blocked.

m If it would pass the firewall, the message will be addressed to the public IP
address of the HBR. Since the HBR did not have any previous UDP messages on
port 3333, it will not know to which device it should forward the message.

Solution

To solve this problem, we use port triggering. This means that if the HBR detects
traffic on the trigger port (in our case UDP:2222) it will automatically open a specific
port (in our example: UDP:3333).

The HBR will also know that if it receives a UDP message on port 3333 it should be
forwarded to the same device that sent a request via UDP port 2222.

Accessing the Port Triggering page
Proceed as follows:
1 On the top menu, click Firewall Settings.
2 The HBR prompts you to confirm your choice. Click Yes.
3 On the left menu, click Port Triggering.
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4 The Port Triggering page appears:

Port Triggering
Trigger apening of ports for incoming data.

NOTE: Only advanced technical users should use this feature.

Protocot OWEOINITHITET  rncoming ports to Open

L2 Triggering - Layer
@EEEae

unneling UDP Any -> 1701 UDP Any -> Same as Initiating
I Ports.

[TFTe Triggering - Trivial File Transfer Protocol UDP 1024-65535 -> 63 UDP Any -> Same as Initating
Ports

Ada ~

oo P corce |

Click:
» Add to create a new port triggering rule.
» E% to delete a port triggering rule.

Adding a port triggering rule
On the Port Triggering page:

1 On the bottom of the table, click the Add list at the bottom of the page.

2 Inthe Add list, select either of the following:
» One of the pre-defined service.

» User Defined to create a new services definition if your service is not listed

and specify the following information:
m Service Name

The name that you want to use to refer to this service.

m Outgoing Trigger Ports

Enter the port number(s) that the local host will be using to contact the
remote host. When the HBR detects outbound traffic on this port, the HBR

will open the ports specified in your rule.
m Incoming Ports to open

These ports will be opened when the rule is triggered. Incoming traffic
arriving at this port will we forwarded to the host that triggered the rule.

3 The port triggering rule is now created.
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6.6 Remote Aministration

WARNING

Enabling Remote Administration puts your local network at risk from outside
attacks.

Introduction
On the Remote Administration page, you can enable/disable:
m Incoming WAN Access to the Telnet Server.
m Incoming WAN Access to Web-Management.
m Diagnostic Tools.

Telnet

Telnet is used to create a command-line session and gain access to all system
settings and parameters using a text-based terminal.

Web Management

Web Management is used to obtain access to the HBR GUI and gain access to all
settings and parameters, using a web browser. Both secure (HTTPS) and non-secure
(HTTP) access is available.
'\ Telnet and Web Management remote administration access may be used to
¢ / modify or disable firewall settings. Local IP addresses and other settings can
also be changed, making it difficult or impossible to access the HBR from the
local network. Therefore, remote administration access to Telnet or Web
Management services should be activated only when absolutely necessary.

Diagnostic Tools

Diagnostic Tools are used for troubleshooting and remote system management by a
user or the ISP.

Q

Encrypted remote administration is performed using a secure SSL
connection, and requires an SSL certificate. When accessing the HBR for the
first time using encrypted remote administration, a warning appears
regarding certificate authentication because the HBR's SSL certificate is self-
generated. When encountering this message under these circumstances,
ignore it and continue. Even though this message appears, the self-generated
certificate is safe and provides a secure SSL connection.

Accessing the remote administration page
Proceed as follows:
1 On the top menu, click Firewall Settings.
2 The HBR prompts you to confirm your choice. Click Yes.
3 On the left menu, click Remote Administration.
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4 The Remote Administration page appears.

Remote Administration

« Configure Remote Administration to the router

Attention
With Remote Administration enabled, your netuork vill be 2t risk from outside sttacks.

Allow Incoming WAN Access to the Telnet Server
[using Primary Telnet Port (23)
[using Secondary Telnet Port (8023)
[Using Secure Telnet over SSL Port (382)
Allow Incoming WAN Access to Web-Management
[using Primary HTTP Port (80)
[using Secondary HTTP Port (3080)
[using Primary HTTPS Port (443)
[using Secondary HTTPS Port (8443)
Diagnostic Tools
[Z]Allow Incoming WAN ICMP Echo Requests (<.g. pings and ICMP traceroute queries)

[JAllow Incoming WAN UDP Traceroute Queries

5 Select the services that you want to allow.
6 Click Apply.

DMS-CTC-20110909-0007 v2.0

65



6 GUI: Firewall Settings

6.7 Static NAT

Introduction

Static NAT allows you to direct traffic coming from the Internet to a specific local
device.

For example: if you are running a web server, you want all incoming web requests to
be directed to your web server.

Accessing the Static NAT page
Proceed as follows:
1 On the top menu, click Firewall Settings.
2 The HBR prompts you to confirm your choice. Click Yes.
3 The Static NAT page appears.

r 3
Static NAT
Static IP Mapping Table
Networked
™ Computer/ Public I8 WAN Connection Type staus o Pot | Action
1 192.168.1.2 141.10.10.12  Broadband Connection (Ethernet or Coax) Enabled  Enabled =1=1
Add =
ooty J Close |
(& -

Creating a new Static NAT entry
1 Click Add or &
2 The Edit NAT/NAPT Rule page appears.
3 Under Local Host do either of the following:
» Select Specify Address, and type the address of the local host.
» Select the local host from the list.

4 In the Public IP address box, type the public IP address on which the requests
will be received.

5 If you want to make sure that the request is forwarded to the same port that it
was received on, select Enable Port Forwarding For Static NAT and select the
port forwarding rule you need.

To create new port forwarding rules, click Port Forwarding Rules in the
Advanced menu. For more information see

6 Click Apply.
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6.8 Advanced Filtering

WARNING

Only advanced technical users should use this feature.

Introduction

Advanced filtering is designed to allow comprehensive control over the firewall’s
behavior. Specific input and output rules can be defined, the order of logically
similar sets of rules controlled, and distinctions made between rules that apply to
the Internet and rules that apply to local network devices.

Rule sets

There are numerous rules automatically inserted by the firewall to provide improved
security and block harmful attacks. The pre-populated rules displayed here are
required for operation on the Verizon Network.

Two sets of rules can be configured:
m Input Rule Sets allow you to create rules for inbound traffic.
m Output Rule Sets allow you to create rules for outbound traffic.

Accessing the Advanced Filtering page

1 On the top menu, click Firewall Settings.
2 The HBR prompts you to confirm your choice. Click Yes.
3 On the left menu, click Advanced Filtering.

4 The Advance Filtering page appears.

Advanced Filtering

NOTE: Only advanced technical users should use this feature.

Input Rule Sets: Manage all incoming traffic from the Internet

Rule ource Destination
e s A Match Operation Status Action

Network (Home/Office) Rules Add
Coax Rules Add

Broadband Connection (LTE) Rules. Add

Output Rule Sets: Hanage all outbound traffic to the Internet
Rule Source Destination
s o) e matio Match Operation Status Action

ork (Home/Office) Rules Add

Add
Broadband Connection (LTE) Rules. Add

Click:
» Add to add a new firewall rule.
» Refresh to update the rule set tables.
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Adding a rule
On the Advanced filtering page:
1 Click Add next to the interface for which your want to create a rule.
2 The Add Advanced Filter page appears.

r =

Add Advanced Filter

Matching
Source Address Any £

Destination Address Locakost v

Drop packets

Logging

[ Log Packets Matched by This Rule

When should this rule occur? Aways v

L >
The following sections are available for configuration:

» Matching:
To apply a firewall rule, a match must be made between IP addresses or ranges
and ports. Use the Source Address and Destination Address drop-down lists
to define the coupling of source and destination traffic. Port matching will be
defined when selecting protocols. For example, if the FTP protocol is selected,
port 21 will be checked for matching traffic flow between the defined source
and destination IPs.

v

Operation:
This is where the action the rule will take is defined. Select one of the following
radio buttons:

m Drop
Deny access to packets that match the source and destination IP addresses
and vCP reset to the origination peer.

m Accept
Allow access to packets that match the source and destination IP addresses
and protocol ports defined in upper section of the screen. The data transfer
session will be handled using Stateful Packet Inspection (SPI).

m Accept Packet
Allow access to packets that match the source and destination IP addresses
and protocol ports defined in upper section of the screen. The data transfer
session will not be handled using Stateful Packet Inspection (SPI), so other
packets that match this rule will not be automatically allowed access. This
setting is useful when creating rules that allow broadcasting.

Logging:

Select Log Packets Matched by This Rule to add entries relating to this rule

to the security log. For more information, see

v

When should this rule occur?
Allows you to specify when the rule must be active. Select:

v

m Always if advanced filtering needs to be active all the time.

DMS-CTC-20110909-0007 v2.0 68



6 GUI: Firewall Settings

m User Defined if the rule will only be active at certain selected times. Then
click Add to add a schedule rule. The procedure is similar to the one
described in

3 Click Apply.
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6.9 Security Log

Introduction

The security log displays a list of firewall-related events, including attempts to
establish inbound and outbound connections, attempts to authenticate at an
administrative interface (GUI or Telnet terminal), firewall configuration, and system

start-up.

Accessing the Security Log page
Proceed as follows:
1 On the top menu, click Firewall Settings.
2 The HBR prompts you to confirm your choice. Click Yes.
3 On the left menu, click Security Log.
4 The Security Log page appears.

Security Log

Press the Refresh button to update the data.

Time Event Event-Type Details
Dec 14 Firewall  User authentication Username: admin
20:10:55 2007 Info suecess
Dec 14 Firswall  User authentication ' Invalid password. Username: adminrepeated 4 times, last time on
20:10:13 2007 Info failure Dec 14 20:10:49 2007]
Dec 14 Firewall  Configuration WBM user admin (152.168.1.24) has changed security settings.
19:27:54 2007 Setup change [repeated 4 times, last time on Dec 14 19:54:33 2007]
Dec 14 Firewall  User authentication Username: admin
15:01:39 2007 | Info Success
Dec 14. Firewall  Configuration WBM user Unknown (0.0.0.0) has changed security settings
19:00:42 2007 Setup. change
Unknown  Unknown ioctl_active_dev_names_set:113: Failed setting firawall on device lte2

Dec 14
15:00:15 2007

Unknown  Unknown foctl_active_d

Dec 14. s_set:113: Failed setting firewall on device Ite
18:00:15 2007

Dec 14 Firewall enabled
15:00:15 2007 Setup

Dec 14 s: The system is UP!
19:00:01 2007 Log

Security log table
The security log table provides you the following information:

m Time:
The time (based on the HBR's date and time settings) the event occurred.

m Event:

There are three kinds of events listed in the system log: Firewall Info, Firewall

Setup, and System Log.
m Event-Type:

The “Details” column displays more information about the packet or the event,

such as protocol, IP addresses, ports, etc.

m Details:
Displays a textual description of the event
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7.1 Parental Control

Introduction
The Parental control page allows you to:

m Block all Internet access.
Users will not be able to access the internet unless you define exceptions to this
rule (for example: allows www.verizon.com).

m Block websites:
When the user tries to access the blocked page, he will get the standard page
announcing that this page has been blocked.

veri-on

Attention

www.evil.com/ was blocked. Contact
v help.

e ety Your attempted access to URL
pEmmt wour network administrator fo

m Redirect a website to another website.
When the user tries to access the blocked page he/she will be redirected to the
page of your choice (for example: an intranet page explaining the intranet
policy).

Creating a new rule
Proceed as follows:
1 On the top menu, click Parental Control.
2 The Parental Control page appears.
3 Under Step 1, complete the following steps:

Step 1. Select the Networked Computer/Device for this Allow or Block Rule.

Selected Devices:

192168126

add >>

Remove

a Inthe Networked Computer/Device list select the devices that you want to
create the new rule for. To select multiple entries, hold down the CTRL key
while selecting the entries.

b Click Add. The devices are now in the Selected Devices list.
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4 Under Step 2, complete the following steps:

Step 2. Create the Parental Control Rules and Schedules.
Limit Access by: Pwhat is this
O Block the following Websites and Embedded Keywords within a Website
@ Allow the fallowing Websites and Embedded Keywords within a Website

O Blocking ALL Internet Access

Add >>
Embedded keyword within a Website:

Example: "sample” within www.sample.com

Create Schedule: Pwhatis this
Days:
[vonday  [Tues:

ay [IWednesday ~[JThursday [JFridey []Saturday []Sunday

Times:

@ Rule will be Active at the Scheduled Time
© Rule will be Inactive at the Scheduled Time
Start time: |01 v 00 v|@am/ Opm

End time: |01 ¥ {00 ¥|® am/ O em

Create Rule Name: “Pyhat is this
Create your Rule Name and Description
Rule Name: ftest

Description:

a Select either of the following:

m Block the following Websites and Embedded Keywords within a
Website to create a new blocking rule.

m Allow the following Websites and Embedded Keywords within a
Website to specify an exception on a blocking rule.

m Blocking ALL Internet Access.

b Enter the URL for the Website that you want to block in the Website box (for
example: www.evil.com) and/or enter a keyword in the Embedded keyword
within a Website list (for example: cracks, hacks and so on). Click Add.

¢ If needed add other website and/or keywords

d Under Create Schedule, you can specify when the rule will be active or
inactive.

e Under Create Rule Name, enter a Rule Name and Description.
5 Click Apply.
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7.2 Rule Summary

Introduction

The Rule Summary page allows you to view or change the existing parental control
rules.

Changing a parental control rule
Proceed as follows:
1 On the Parental Control menu, click Rule Summary.
2 The Rule Summary page appears.

Rule Summary

Rule Name Description Computer/Device View Rule EditRule Delete Rule

sanevi 192168124 v 2 =

3 Click:
» i toview the rule settings.

» B to edit the rule settings.
For more information, see

to delete the rule.

v
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Introduction

The Advanced page allows you to configure the more advanced services of both
the HBA and the HBR.

To access the Advanced page, proceed as follow:
1 On the top menu, click Advanced.

2 The Advanced page appears.

Advanced

o The HomeFusion Broadband Antenna (locsted

, onthe re ects the customer's home £ the LTE
network ery of fixed wireless broadband and
hom

HomeFusion .

Broadband
Antenna
(HBA)

o Port Forwarding
plication Layer Gateway (ALG)

ﬁ

HomeFusion Broadband
Router (HBR)

3 On the bottom of this page, click:

» HBA Advanced Settings to configure the settings of the HBA.
For more information, see

» HBR Advanced Settings to configure the settings of the HBA.
For more information, see
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8.1

HBA Advanced Pages

Introduction

The Advanced HBA page contains links to the different configuration pages. These
pages are grouped by topic:

Utilities

DNS Servers
Configuration
Upgrade
Network services
Date and time

Router

Utilities 2

Click:

Diagnostics to perform diagnostic tests on the HBA.
For more information, see “8.1.7 Diagnostics” on page 79.

Restore Defaults to reset the HBA to its default settings.
For more information, see “8.1.2 Restore Defaults” on page 81.

Reboot Router to restart the HBA.
For more information, see “8.1.3 Reboot the Router” on page 83.

ARP Table to display active devices and their IP and MAC addresses.
For more information, see “8.1.4 ARP Table” on page 84.

Quality of Service (QoS) to view the QoS settings.
For more information, see “8.1.5 Quality of Service (Q0S)” on page 85.

Local Administration allow users to access the GUI from your local network.
For more information, see “8.1.6 Local Administration” on page 86.

Remote Administration allow users to access the GUI from the Internet.
For more information, see “8.1.7 Remote Administration” on page 87.

DNS Servers ¢,,..
Click:

Dynamic DNS to configure Dynamic DNS settings.
For more information, see “8.1.8 Dynamic DNS” on page 89.

DNS Server to manage the local (LAN) network for host name and IP address.
For more information, see “8.1.9 DNS Server” on page 91.
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Configuration }
Click:

m Configuration File to save or restore a configuration.
For more information, see

m System Settings to change the system settings of the HBA.
For more information, see

Upgrade kf’
Click Firmware Upgrade to upgrade your HBA with the latest software.
For more information, see

.
Network services . ..
Click:

m Network Objects to create and manage network objects (discrete LAN subsets).
For more information, see

m Universal Plug & Play to configure the interaction with other UPnP devices.
For more information, see

m SIP ALG to enable/disable the SIP ALG.
For more information, see

m MGCP ALG to enable/disable the MGCP ALG.
For more information, see

m IGMP Proxy to configure the IGMP proxy settings.
For more information, see

m Port Forwarding Rules to configure the port forwarding rules.
For more information, see

i}

Date and time 45
Click:

m Date and Time to configure the HBA clock and calendar of the HBA.
For more information, see

m Scheduler Rules to schedule the activation of firewall rules.
For more information, see

Router lr;f
Click:

m Routing to manage routing policies.
For more information, see

m IP Address Distribution to manage the IP addresses of devices on the network.
For more information, see
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8.1.1 Diagnostics

Introduction

The Diagnostics page allows you to let the HBA ping a device or website. Ping is
used to test if a host (for example, a website or a computer) is reachable.

Procedure

To diagnose network connectivity:

1
2

On the top menu, click Advanced.

The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

Under g click Diagnostics.

4 The Diagnostics page appears.

Ping (ICMP Echo)

Destination: Sascha-PC lan Go
Number of pings: 4

Status Test Succeeded

Packets: 4/4 transmitted, 4/4 received, 0% loss

Minimum = 2 ms
Round Trip Time: Maximum = 12 ms
Average = 5 ms

In the Destination box, type one of the following:

» The DNS name (for example: www.google.com) or IP address (for example:
141.11.249.33) of a website.

» The DNS name (for example: Sascha-PC.lan) or IP address (for example:
192.168.1.3) of network device.

If needed change the number of pings in the Number of pings box.

6 Click Go.

The HBA is now pinging the destination. You can follow the progress in the
Packets box.

At the end of the test the results appear.

Ping (ICMP Echo)

Destination: Sascha-PC.lan Go
Number of pings: 4

Status Test Succeeded

Packets: 4/4 transmitted, 4/4 received, 0% loss

Minimum = 2 ms
Round Trip Time: Maximum = 12 ms
Average = 5 ms

Under:
» Status, you can see if the test was successful or not.

» Packets, you can see the number packets that were received and the
percentage of packets that were lost.
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» Round trip time, you can see the amount of time it took for the packet to get
back to the HBA.

DMS-CTC-20110909-0007 v2.0

80



8 GUI: Advanced Settings

8.1.2 Restore Defaults

Introduction

The Restore Defaults page allows you to restore the HBA to the factory defaults.

As described in , both the HBR and the HBA are
responsible for bringing the Verizon services into your home.

It is therefore important to know that a reset to defaults may influence
specific services. If you reset:

m The HBR, local network settings such as changes to WiFi SSID or keys, the
LAN address range, or time zone/DST will be lost.

m The HBA, settings of Internet-related services such as Firewall, port
forwarding, and Parental controls would be reset.

Resetting the HBA
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under E, click Restore Defaults.
4 The Attention page appears.

Attention

Restoring your router to default settings wil erase the current router configuration. If you would like to save the current configuration,
click the "Save Configuration File" button.

1f you do not wish to save the current configuration file, dlick the "Restore Defaults” button.

5 Optionally, click Save Configuration File to save the current configuration of the
HBA. This allows you to restore this configuration at any time. For more
information, see

6 Click Restore Defaults.
7 The HBA prompts you to confirm your choice.

Restore Cantenna Defaults

/A Astention

Tha fallaving items vill b set to factory sattings:

nnnnn cted DHCP clients vill need to request new IP addrasses)

Also, Wirslass Broadband Router vill have to raboot.

Are you sure you want to revert Wireless Broadband Router's configuration to the factory defaults?

[ o< B concel |

Click Restore OK.
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8 The HBA restores the factory defaults and restarts.
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8.1.3 Reboot the Router

Introduction
The Reboot the Router page allows you to restart your HBA.

WARNING
During the reboot, all services provided by the HBA will be unavailable.

Procedure
To reboot the HBA:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under g click Reboot Router.
4 The HBA prompts you to confirm the reboot.

Reboot Router

Are you sure you want to reboot HomeFusion Broadband Antenna ?

e ==

Click OK.
5 The HBA restarts. It may take a few minutes before all services become available.
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8.1.4 ARPTable

ARP

The Address Resolution Protocol is a protocol that translates the IP address of a
network device into its MAC address.

The ARP table page

The ARP Table page provides you a mapping between the IP address and the MAC
address of the device that is using this IP address.

Viewing the ARP table
Proceed as follows:

1
2

On the top menu, click Advanced.

The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

Under E click ARP Table.

4 The ARP Table page appears.

ARP Table

o The ARP Table displays the 1P and MAC addresses of each DHCP conne: ction

ARP Table

1P Address MAC Address DHCP ACL
192.168.1.17 00:18:7:80:45:6b.
192.168.1.2 58:98:35:19:2b:24.

192.168.1.24 00:e0:88:25:33:3¢

The following fields are available:
» IP Address

» MAC Address

» Device

Displays the network interface that the device is using. For more information,
see

» DHCP ACL
Click Add to add this device to the access control list. For more information,
see
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8.1.5 Quality of Service (QoS)

QoS

Quality of Service (QoS) is a system that allows you to assign a higher or lower

priority to specific types of data.

For example: Data destined for your Setup Box must have higher priority than

normal traffic.

Accessing the QoS pages
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced

settings.
3 Under E click Quality of Service (QoS).
4 The Quality of Service (QoS) pages appears.

Traffic Priority

QoS Input Rules

Rule Source Destination
D Address Address Match
Network (Home/Office) Rules.

Coax Rules

Broadband Connection (LTE) Rules

QoS Output Rules

Rule Source Destination

D Address Address gt

Network (Home/Office) Rules
Coax Rules

Broadband Connection (LTE) Rules
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8.1.6 Local Administration

Introduction
The Local Administration page allows you to configure telnet access to your HBA.

Accessing the QoS pages
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under g click Local Administration.

4 The Local Administration page appears.

Local Administration

NOTE: Only advanced technical users should use this feature.

elnet Port (23)
[using Secondary Telnet Port (8023)

[JUsing Secure Telnet over SSL Port (992)

oo P corce |
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8.1.7 Remote Administration

WARNING

Enabling Remote Administration puts your local network at risk from outside
attacks.

Introduction
On the Remote Administration page, you can enable/disable:
m Incoming WAN Access to the Telnet Server.
m Incoming WAN Access to Web-Management.
m Diagnostic Tools.

Telnet

Telnet is used to create a command-line session and gain access to all system
settings and parameters using a text-based terminal.

Web Management

Web Management is used to obtain access to the HBR GUI and gain access to all
settings and parameters, using a web browser. Both secure (HTTPS) and non-secure
(HTTP) access is available.

'\ Telnet and Web Management remote administration access may be used to
\° modify or disable firewall settings. Local IP addresses and other settings can
also be changed, making it difficult or impossible to access the HBR from the
local network. Therefore, remote administration access to Telnet or Web
Management services should be activated only when absolutely necessary.

Diagnostic Tools

Diagnostic Tools are used for troubleshooting and remote system management by a
user or the ISP.

'\ Encrypted remote administration is performed using a secure SSL
K- connection, and requires an SSL certificate. When accessing the HBR for the
first time using encrypted remote administration, a warning appears
regarding certificate authentication because the HBR's SSL certificate is self-
generated. When encountering this message under these circumstances,
ignore it and continue. Even though this message appears, the self-
generated certificate is safe and provides a secure SSL connection.
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Accessing the remote administration page
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under E click Remote Administration.
4 The Remote Administration page appears.

Remote Administration

« Configure Remote Administration to the router

AN Attention

With Remote Administration enablad, your nstuork will be at risk from outside attacks.

Allow Incomin g WAN Access to the Telnet Server
[Jusing Primary Telnet Port (23)

[Jusing Secondary Telnet Port (8023)

[ using Secure Telnet over SSL Part (92)
Allow Incoming WAN Access to Web-Management
[]Using Primary HTTP Port (0)

[ using Secondary HTTP Port (8080)

[using Primary HTTPS Port (443)

[using Secondary HTTPS Port (8443)
Diagnostic Tools

[Z]Allow Incoming WAN ICMP Echo Requests (z.9. pings and ICMP traceraLte queries)

[JAllow Incoming WAN UDP Tracerou te Queries

5 Select the services that you want to allow.
6 Click Apply.
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8.1.8 Dynamic DNS

Introduction

The Dynamic DNS service allows you to assign a dynamic DNS host name (for
example mywebpage.dyndns.org) to a broadband connection even if it is using a
dynamic IP address. As soon as the device gets a new IP address, the dynamic DNS
server updates its entry to the new IP address.

What you need

Before you can configure Dynamic DNS, you first have to create an account at a
Dynamic DNS service provider. For example:

m www.dyndns.org
B WWW.no-ip.com
m www.dtdns.com

Accessing the Dynamic DNS page
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under E, click Dynamic DNS.
4 The Dynamic DNS page appears.

Dynamic DNS

e alissed to 3 static hostname, allowing a computer on the network to be more

Host Name status | provider User Name it s
mybhr.dyndns.org Updated | dyie= mRmna | |Eesesmie OB

New Dynamic DNS Entry [

Creating a new Dynamic DNS entry
On the Dynamic DNS page, proceed as follows:
1 Click New Dynamic DNS entry.
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2 The Dynamic DNS Host Entry page appears.

Dynamic DNS

Host Name: mydns dyndns.org
Connection Broadband Connection (LTE) v

Provider: dynansorg|v)

Password:  [ssesess
Dynamic DNS System: Dynamic DNS v
[Jwildcard

Mail Exchanger:

[JBackup Mx

[Joffine

SSL Mode: None ¥/

3 Inthe Host Name box, type the host name that you purchased at the Dynamic
DNS provider (for example: myhbr.dyndns.org).

4 Inthe User Name box type the user name of your Dynamic DNS account.
5 Inthe Password box, type the password of your Dynamic DNS account.
6 Optionally, you can:

» Select Wildcard to support all URLs that contain your host name (for example,
newname.myhbr.dyndns.org).

» Enter your mail exchange server in the Mail Exchanger box to redirect all mail
arriving at the hostname address to the specified mail exchange server.

» Select Backup MX to specify a backup mail exchange server.

» Select Offline to disable your Dynamic DNS hostname at the Dynamic DNS
provider.

7 Click Apply.
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8.1.9 DNS Server

Introduction

The Domain Name System (DNS) translates domain names into IP addresses and
vice versa. The HBA's DNS server is an auto-learning DNS, which means that when a
new computer is connected to the network, the DNS server learns its name and
automatically adds it to the DNS table. Other network users can immediately
communicate with this computer using either its name or its IP address.

Services offered
The following services are provided by the DNS server of the HBA:

m Shares a common database of domain names and IP addresses with the DHCP
server.

m Supports multiple subnets within the local network simultaneously.
m Automatically appends a domain name to unqualified names.
m Allows new domain names to be added to the database using the HBA’s GUI.
m Permits a computer to have multiple host names.
m Permits a host name to have multiple IPs (needed if a host has multiple network
cards).
Configuration

The DNS Server does not require configuration. However, the list of computers
known by the DNS can be viewed or a new computer can be added to the list.

Viewing DNS Table
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under ¢, click DNS Server.
4 The DNS Server page appears.

rF o
DNS Server
® Add, edit or delete computers known by the routes DNS Server
RS T e
Pe-tim 192.168.1.2 DrHcP 25
Add DNS Entry =
& 4

» Add or & to add a new entry to the list. For more information, see
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» B to edit an existing DNS entry.
> to delete an existing DNS entry.

Adding a DNS entry
On the DNS Server page:
1 Click Add DNS Entry at the bottom of the page.
2 The DNS Entry page appears.

DNS Entry

3 Enter a DNS name for the host in the Host Name box.
4 Enter the IP address of the host in the IP Address box.
5 Click Apply.

Accessing a device via its DNS name

Once a device is listed in the DNS table you can access it via <DNS. name>.<DNS
suffix>.

Example

Your host is using PC-Jim as DNS name and lan as DNS suffix (this is the default DNS
suffix).

If this host is running a web server, you can access it via http://PC-Jim.lan.

If this host is a Windows computer with shared files on it, you can access these
shared files via \\PC-Jim.lan.
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8.1.10 Configuration File

Backing up your current configuration

Once have successfully configured your HBA, it is recommended that you backup
your configuration. This allows you to return to this configuration whenever you
need it (for example after misconfiguration, or a reset to the factory defaults).

Backing up your current configuration
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced

settings.
3 Under ;3‘ , click Configuration File.
4 The Configuration File page appears.

Configuration File

tion File feature to view, save, and load configuration files, which are used to backup and

o Use the Router's Configurat
restore the Router's current configuration

s current configuration in your hard drive, click the "Save Configuration File” button.

5 Click the Save Configuration File.
6 A window appears to prompt you to save your file. Save your file to the location
of your choice.

WARNING!
Manually editing a configuration file can cause the HBA to malfunction or become
completely inoperable.

Restoring a previously saved configuration

Proceed as follows:
1 On the top menu, click Advanced and then click Yes to confirm that you want to
access the advanced settings.

2 Under :& , click Configuration File.
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3 The Configuration File page appears.

Configuration File

« Use the Router's Configuration File feature to view, save, and load configuration files, which are used to backup and
restore the Router's current configuration

To Save the Router's current configuration in your hard drive, click the "Save Configuration File” button.

Save Configuration File

To Load a previously saved configuration file, click the "Load Configuration File” button.

NOTE: Loading a previously saved configuration file, will overwrite the current configuration of the router.

Load Configuration File

4 C(lick the Load Configuration File.
5 The Load Configuration File page appears.

Load Configuration File

Browse to locate the file, then press Apply to begin the configuration file uploading process.

=T

6 A window appears to prompt you to save your file. Save your file to the location
of your choice.
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8.1.11 System Settings

Introduction

The System Settings page allows you to configure various system and
management parameters.

The page is divided into the following groups:

Router Status
Under Router Status, the following properties are available:

m HomeFusion Broadband Antenna’s Hostname
Specify the HBA’s host name by entering it into the text box. The host name is
used in combination with the Local Domain to access the HBA.

m Local Domain
Specify the network’s local domain by entering it into this text box. The Local
Domain is used in combination with the Wireless Broadband Router’s
Hostname to access the HBA.

So if you change the host name to router and the local domain to home, you will
have to access the GUI using http://router.home.

HomeFusion Broadband Antenna
Under HomeFusion Broadband Antenna, the following properties are available:
m Automatic Refresh of System Monitoring Web Pages
m Prompt for Password When Accessing via LAN

m Warn User Before Configuration Changes
Select this option if you want to receive a warning before network changes are
applied.
m Session Lifetime
Specifies how long the session will stay open when there is no activity on the GUI.
m Configure a number of concurrent users that can be logged into the router

Allows to limit the number of users that can access the HBA at the same time.
Select the number of users from the drop-down list.

Management Application Ports

Under Management Application Ports, you can configure the port numbers of the
management services:
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Primary/secondary HTTP ports
Primary/secondary HTTPS ports
Primary/secondary Telnet ports
Secure Telnet over SSL ports

System Logging

Under System Logging, you can configure the following items:

Enable Logging
Click in this check box to activate system logging.

Low Capacity Notification Enabled

Select this check box to activate low capacity notification (works in tandem with
Allowed Capacity Before Email Notification and System Log Buffer Size
options).

Allowed Capacity Before Email Notification

Enter the percentage of system log buffer capacity reached to trigger an e-mail
notification.

System Log Buffer Size
Enter the size of the system log buffer in this text box.

Remote System Notify Level
This feature is used to specify the type of information received for remote system
logging. Options include None, Error, Warning, and Information.

Security Logging
Under Security Logging, you can configure the following items:

Low Capacity Notification Enabled

Select this check box to activate low capacity notification (works in tandem with
Allowed Capacity Before Email Notification and System Log Buffer Size
options).

Allowed Capacity Before Email Notification

Enter the percentage of system log buffer capacity reached to trigger an e-mail
notification.

System Log Buffer Size
Enter the size of the system log buffer in this text box.

Remote System Notify Level
This feature is used to specify the type of information received for remote system
logging. Options include None, Error, Warning, and Information.

Outgoing Mail Server

Under Outgoing Mail Server, you can configure the outgoing mail server options.
This server is used to format and send system and security log e-mail notifications.
The following settings are available for configuration:
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m Server
Enter the host name of the outgoing (SMTP) server in this text box.

m From Email Address
Email notifications require a “from” address. Enter a “from” email address in this
text box.

m Port
Enter the port number of the email server in this text box.

m Server Requires Authentication
If the email server requires authentication, click in this check box, then enter a
user name and password in the User Name and Password text boxes that
appear.
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8.1.12 Firmware Upgrade

Introduction

The Firmware Upgrade page allows you to update your HBA with the latest
software.

Verizon Wireless automatically updates the software of your HBA. So you normally
do not need to use this page.

Update mechanisms
You are able to upgrade your HBA:

m From the Internet
The HBA checks if for new software and allows you to initiate the upgrade.

m Using an official upgrade file provided by Verizon Wireless.

Service interruption

Upgrading the software requires a restart of the HBA. This means that all services
provided by the HBA will be unavailable during that time.

Access the Firmware Upgrade Page
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

e
3 Under k‘, click Firmware Upgrade.
4 The Firmware Upgrade page appears.
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8.1.13 Network Objects

Introduction

A network object is used to define a part of the HBA's network (a group of
computers, for example) by MAC addresses, IP addresses, and/or host names. The
defined part becomes a “network object,” and settings, such as configuring system
rules, can be applied to all the devices defined as part of the network object at once.
For example, instead of setting the same website filtering configuration to five
computers one at a time, the computers can be defined as a network object, and
website filtering configuration can then be applied to all the computers
simultaneously.

Network objects can be used to apply security rules based on host names instead of
IP addresses. This may be useful, since IP addresses change from time to time.
Moreover, it is possible to define network objects according to MAC addresses,
making the rule application more persistent against network configuration settings.

Defining a new network object
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under ‘ .., click Network Objects.
4 The Network Objects page appears.

r- |
Network Objects
A Network Object is a set of host names, IP addresses or MAC addresses. Security rules can be applied to a distinct LAN subset using
T = e
<dgmiosa 103 e =11
Add =
(& A
Click Add.
5 The Edit Network Object page appears.
r- |
Edit Network Object
Network Object
o o
Add &
==
[& 4

6 Specify a name for the network object in the Description text box.
7 Click Add.
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8 The Edit Item screen appears.
r-
Edit Item
Network Object Type: P Address |

1P Address: o Lo Lo Lo

Select the type of network object type from the Network Object Type list box.
Options include:

» IP address

» MAC Address
» Host Name
Click Apply.
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8.1.14 Universal Plug and Play

Introduction

UPnP is designed to automate the installation and configuration of a (small) network
as much as possible. This means that UPnP-capable devices can join and leave a
network without any effort of a network administrator.

Configuring UPnP
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under ‘ .., click Universal Plug and Play.
4 The Universal Plug and Play page appears.

Universal Plug and Play

« Universal Plug and Play provides the ability for the router to have new UPnP supported devices connected without having
to reconfigure or reboot the router

Cleanup of Old Unused UPnP Services

[Cen

WAN Connection Publication Publsh Only the Main VAN Connection v

The following options are available:

» Select Allow Other Network Users to Control Wireless Broadband Router's
Network Features to enable UPnP and allow UPnP services to be defined on
any of the network hosts.

» Select Enable Automatic Cleanup of Old Unused UPnP Services to enable
automatic cleanup of invalid rules. When enabled, the HBA regularly checks if
all the UPnP services and rules are still valid. Old and unused UPnP defined
services will be removed, unless a user-defined rule depends on it.

» In the WAN Connection Publication list, you can specify whether only the
main or all broadband connections will have UPnP enabled.

5 Make your changes and click Apply.
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8.1.15 SIPALG

Introduction
The SIP ALG page allows you to enable the SIP ALG on your HBA.

Accessing the SIP ALG page

1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under ~ ., click SIP ALG.

4 The SIP ALG page appears.

SIP ALG

Please note that Only advanced users should use this option to enable or disable SIP ALG.
© Enable @ Disable
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8.1.16 MGCP ALG

Introduction
The MGCP ALG page allows you to enable the MGCP ALG on your HBA.

Accessing the MGCP ALG page

1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under ~ ., click MGCP ALG.

4 The MGCP ALG page appears.

MGCP ALG

Please note that Only advanced users should use this option to enable or disable MGCP ALG.
© Enable @ Disable

[ o, cove ]
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8.1.17 IGMP Proxy

Introduction
The IGMP Proxy page allows you to change the IGMP Proxy settings.

Accessing the IGMP Proxy Settings page
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under ~ ., click IGMP Proxy.
4 The IGMP Proxy page appears.

IGMP Proxy

ble/Disable): Disabled ¥/

[T

Enabled v/

2
Query Interval (>= 1 second): 125

Response Interval (>= 1

):

Host) Configuration

ey, 10

S

oin Interval (1t0 25 |[;

oo P corce |
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8.1.18 Port Forwarding Rules

Introduction

The Port Forwarding Rules page allows you to define translation rules for specific
protocols. This avoids having to re-enter all the port numbers each time you need to
configure something for this service.
These definitions can then be used for services like:
m Access Control:

For more information, see
m Port Forwarding:

For more information, see

m Static NAT:
For more information, see

Accessing the Port Forwarding Rules page
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under ‘ .., click Port Forwarding Rules.

4 The Port Forwarding Rules page appears.
r- 3|

Port Forwarding Rules
Below s a list of currently configured Protocols that are implemented in the Wireless Broadband Router.

Protocols Ports Action

S e B
e Uoess 558 PR
FTP P21 > 21 S
HrTe TcP 80 -> 80 25
rres ——— Bx
map TCP 143 -> 143 2K
MAP3 TCP 220 > 220 SH
IMAP4-ssl Tep 565 -> 585 4=
MAPS Tcp 993 -> 993 25
Late UDP 1701 -> 1701 B
PR e e B
Fing 1CMP Echo Request BHR
Por3 TeP 110> 110 25
sure Tep 25 > 25 25
swwe UDP 161 > 161 =4
pomem, w— EE
Test AnyProtocol 0 R
UDP 53 -> 53
AT weeZe 55
UBP 30000-60000 > 20000-60000
Add =

[cice B oo |

5 If youwantto:

» Edit an existing rule, click & or the name of the protocol.

DMS-CTC-20110909-0007 v2.0 105



8 GUI: Advanced Settings

» Delete an existing rule, click &.
» View a full list of rules, click the Advanced button under the table.
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8.1.19 Date and Time

Introduction

The Date and Time page allows you to configure the date and time that the HBA will
be using for:

m Scheduler Rules
For more information, see

m System logging
For more information, see

Accessing the Date and Time page
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under CL , click Date and Time.

4 In the Time Zone list, select your time zone or select Other to create one if your
time zone is not listed.

5 Under Daylight Saving Time you can change the daylight saving settings.
6 Under Automatic Time Update:

» Select Enabled if you want the HBA to synchronize its time settings with a
Network Time Protocol (NTP) server. This guarantees that you will always be
using the correct time.

» Clear Enabled if you want to set the time manually. Use the Clock Set button
on the bottom of the page to enter the correct date and time.

7 Click Apply.
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8.1.20 Scheduler Rules

Introduction

The Scheduler Rules page allows you to limit the activation of firewall rules to
specific time periods, either for days of the week, or for hours of each day.

Creating a scheduler rule
To define a rule:

1 Make sure the HBA's date and time are set correctly.
For more information, see

2 On the top menu, click Advanced.

3 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

4 Under (,E_, , click Scheduler Tasks.

5 The Scheduler Tasks page appears.

Scheduler Rules

re used for limiting the activation of firewall rules to specific time periods, either for days of the week, or

Click Add.
6 The Set Rule Schedule page appears.

Set Rule Schedule

Rule Name: Chidren

Rule Settings

@® Rule will be Active at the Scheduled Time

O Rule wil be Inactive at the Scheduled Time

Rule Schedule Action

Add Rule Schedule =
==u

7 Type a name for the rule in the Rule Name text box.
8 Under Rule Settings, select:

» Rule will be Active at the Scheduled Time if you want to specify during
which time slot the rule should be enabled. For example, no Internet between
10pm and 6am.

» Rule will be Inactive at the Scheduled Time if you want to specify during
which time slot the rule should be disabled. For example, Internet is allowed
between 6am and 10pm.
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9 Click Add Rule Schedule.
10The Edit Rule Schedule screen appears.

r
Edit Rule Schedule
Days of Week
Monday
Tuesday
Wednesday
Thursday
Friday
O saturday
O sunday
Hours Range
start End Action
New Hours Range Entry =3
| Cance ]
= °|

11 Select active or inactive days of the week by clicking in the corresponding check

boxes.
12Click New Hours Range Entry to define start and end time for this rule.
13Click Apply.
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8.1.21 Routing

Accessing the Routing page
Proceed as follows:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

Lz
3 Under #% , click Routing.
4 The Routing page appears.

r o
Routing

o This page provides the abllity to add, edit, or delete routing rules

Routing Table
Name Destination Gateway Netmask Metric  Status  Action

e e e 141.11.248.10 141.11.248.3 255.255.255.255 o Applied  BPER
Broadband Conn; 141.11.248.20 141112083 255.255.255.255 3 Aplied | B BY
Netuwork (Home/Offce) 192.168.1.0 192.168.1.1 255.255.255.0 3 Applied
Broadband Conn 141112480 141.11.249.89 255.255.254.0 o Applied BB
Broadband Connection 0.0.0.0 141.11.248.3 0.0.00 1 Applied BB
New Route =4
Routing Protocols
Dlinternet Group Management Protocol(1GMP)
[0 Domain Routing(add route entry according to interface from which DNS re
(S 4

Routing table
The following settings are available in the Routing table:

m Route Name
Select the type of network from the drop-down list.

m Destination
The destination is the destination host, subnet address, network address, or
default route. The destination for a default route is 0.0.0.0.

m Netmask
The network mask is used in conjunction with the destination to determine when
aroute is used.

m Gateway
Enter the HBA's IP address.

m Metric
A measurement of the preference of a route. Typically, the lowest metric is the
most preferred route. If multiple routes exist to a given destination network, the
route with the lowest metric is used.

DMS-CTC-20110909-0007 v2.0



8 GUI: Advanced Settings

IGMP (Internet Group Management Protocol) Multicasting

The HBA provides support for IGMP multicasting, which allows hosts connected to a
network to be updated whenever an important change occurs in the network. A
multicast is simply a message that is sent simultaneously to a pre-defined group of
recipients. When joining a multicast group, all messages addressed to the group will
be received by the user, much like when an email message is sent to a mailing list.

Domain Routing

Domain routing is used in multi- local network configurations. Normally, to access a
device connected to one from another on the network, its IP address must be used.
Activating domain routing (by clicking in the appropriate check box) allows the user
to access the computer by name (as well as IP address).
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8.1.22 IP Address Distribution

Introduction

The HBA's DHCP server makes it possible to easily add computers configured as
DHCP clients to the network. It provides a mechanism for allocating IP addresses to
these hosts and for delivering network configuration parameters to them.

For example, a client (host) sends out a broadcast message on the network
requesting an IP address for itself. The DHCP server then checks its list of available
addresses and leases a local IP address to the host for a specific period of time and
simultaneously designates this IP address as “taken.” At this point, the host is
configured with an IP address for the duration of the lease.

The host can choose to renew an expiring lease or let it expire. If it chooses to renew
a lease, it will also receive current information about network services,

as it did with the original lease, allowing it to update its network configurations to
reflect any changes that occurred since it first connected to the network. If the host
wishes to terminate a lease before its expiration, it can send a release message to the
DHCP server, which will then make the IP address available for use by others.

HBA DHCP server functions
The DHCP server of the HBA:
m Displays a list of all DHCP hosts devices connected to the HBA.
Defines the range of IP addresses that can be allocated in the network.

Defines the length of time for which dynamic IP addresses are allocated.

Provides the above configurations for each network device and can be
configured and enabled/disabled separately for each network device.

m Can assign a static lease to a network computer so that it receives the same IP
address each time it connects to the network, even if this IP address is within the
range of addresses that the DHCP server may assign to other computers.

m Provides the DNS server with the host name and IP address of each computer
connected to the network.

Accessing the IP Address Distribution page
To view a summary of the services currently being provided by the DHCP server:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBA Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

92 P
3 Under #% , click IP Address Distribution.
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4 The Routing page appears.

IP Address Distribution

« 1P Address Distribution provides the ability to allocate IP addresses and configuration parameters to selected hosts

Name. Service  Subnet Mask Dynamic IP Range Action
Network (Home/Office) | DHCP Server  255.255.255.0  192.168.1.3 - 192.168.1.16 5

Click:
> or the name of the entry to change the settings.
» Connection List to see the current DHCP connections.

» Access Control to allow/deny access for specific client based on their MAC
address of the client.
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8.2 HBR Advanced Pages

Introduction

The Advanced HBR page contains links to the different configuration pages. These
pages are grouped by topic:

m Utilities

m DNS Server

m Configuration

m Date and time

m /P Address Distribution

Utilities 22
Click:

m Diagnostics to perform diagnostic tests on the HBR.

For more information, see “8.2.7 Diagnostics” on page 116.
m Restore HBR Defaults to reset the HBR to its default settings.

For more information, see “8.2.2 Restore HBR Defaults” on page 117.
m Reboot HBR to restart the HBR.

For more information, see “8.2.3 Reboot HBR” on page 118.

m Restore HBA Defaults to reset the HBA to its default settings.
This page is similar to the one listed under the HBA Advanced pages. For more
information, see “8.1.2 Restore Defaults” on page 81.

m Reboot HBA to restart the HBA.
This page is similar to the one listed under the HBA Advanced pages.For more
information, see “8.1.3 Reboot the Router” on page 83.

m ARP Table to display active devices and their IP and MAC addresses.
For more information, see “8.2.4 ARP Table” on page 119.

m Users to create and manage users.
For more information, see “8.2.5 Users” on page 120.

DNS Server (,.....

Click DNS Server to manage the local (LAN) network for host name and IP address.
For more information, see “8.2.6 DNS Server” on page 121.

Configuration "5
Click:

m System Settings to change the system settings of the HBR.
For more information, see “8.2.7 System Settings” on page 122.

m Port Configuration to configure the Ethernet LAN ports.
For more information, see “8.2.8 Port Configuration” on page 123.
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Date and time (4.
Click Date and Time to configure the HBR clock and calendar of the HBR.
For more information, see

IP Address Distribution ?f

Click IP Address Distribution to manage the IP addresses of devices on the
network.
For more information, see
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8.2.1 Diagnostics

Introduction

The Diagnostics page allows you to let the HBR ping a device or website. Ping is
used to test if a host (for example, a website or a computer) is reachable.

Procedure
To diagnose network connectivity:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBR Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under g click Diagnostics.
4 The Diagnostics page appears.

Ping (ICMP Echo)

Destination: Sascha-PC lan Go
Number of pings: 4

Status Test Succeeded

Packets: 4/4 transmitted, 4/4 received, 0% loss

Minimum = 2 ms
Round Trip Time: Maximum = 12 ms
Average = 5 ms

From this point on, the procedure is identical to the one described for the HBA
diagnostics page. For more information, see
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8.2.2 Restore HBR Defaults

r T

Restore Defaults

/A attention

The following items vill be set to default;

(All conne: cted DHCP clients will need to request new IP addresses)

v will have to reboot.

Are you sure you want to restore Home Service Gateway manufacturer defaults?

[ o J oo ]

Introduction

The Restore Defaults page allows you to return to the factory defaults of your HBR.
For more information, see “8.1.2 Restore Defaults” on page 81.
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8.2.3 Reboot HBR

Introduction
The Reboot HBR page allows you to restart your HBR.

WARNING
During the reboot, all services provided by the HBR will be unavailable.

Procedure
To reboot the HBR:
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBR Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under g click Reboot HBR.
4 The HBR prompts you to confirm the reboot.

Reboot HBR

Are you sure you want to reboot the HomeFusion Sroadband Router 7

Click OK.
5 The HBR restarts. This may take up to two minutes.
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8.24 ARPTable

ARP

The Address Resolution Protocol is a protocol that translates the IP address of a

network device into its MAC address.

The ARP table page

The ARP Table page provides you a mapping between the IP address and the MAC
address of the device that is using this IP address.

Viewing the ARP table
Proceed as follows:

1
2

On the top menu, click Advanced.

The Advanced page appears. Click HBR Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced

settings.
Under E click ARP Table.

4 The ARP Table page appears.

ARP Table

o The ARP Table displays the 1P and MAC addresses of each DHCP connection

ARP Table
1P Address MAC Address
192.168.1.81 00:e0:08:25:33:3¢

The following fields are available:

» IP Address
» MAC Address
» Device

Displays the network interface that the device is using. For more information,

see
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8.2.5 Users

Introduction
The Users page allows you to manage the user accounts for access to the HBR GUI.
1 On the top menu, click Advanced.

2 The Advanced page appears. Click HBR Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

3 Under &, click Users.
4 The Users page appears.

r ~
Users

o The Users page provides the ability to add or edit Admin or Guest access to the router

admin Administrator =4

5 If youwantto:
» Create a new user, click New User.
» Change the settings of an existing user, click the name of the user or &.
» Delete a user, click &.

User Settings page
When editing or creating a user account the User Settings page appears:
r S
User Settings
General 1
User Name  (case ser ):
e —
ooty I Concel ]
(= >

The following fields are available:

m User Name
The name a remote user will use to access the home or office network. This entry
is case-sensitive.

m New Password/Retype New Password
The password for the user (and enter again to confirm).

m Permissions
The level of access the user is allowed.

9 You can not change the User Name and Permissions of the admin user.
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8.2.6 DNS Server

Introduction

The configuration of the HBR DNS Server page is similar to the configuration of the
HBA DNS Server page. For more information, see “8.1.9 DNS Server” on page 91.
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8.2.7 System Settings

Introduction
The System Settings page allows you to configure various system and
management parameters.
System Settings

o780

Security

Login attempts before timeout delay:

Configure number of concurrent users that can be logged into the HomeFusion Broadband Router: 5 v

Diagnostic Tools

#aloy

oming LAN ICMP Echo Requests (.g. pings and ICHP tracerou te queries)

The page is divided into the following groups:
[
]
|

HomeFusion Broadband Router Status

Under HomeFusion Broadband Router Status, the following properties are
available:

m Hostname
Specify the HBR’s host name by entering it into the text box. The host name is
used in combination with the Local Domain to access the HBR.

m Local Domain
Specify the network’s local domain by entering it into this text box. The Local
Domain is used in combination with the HomeFusion Broadband Router’s
Hostname to access the HBR.

So if you change the host name to gateway and the local domain to home, you will
have to access the GUI using http://gateway.home.

Security

Under Security, you can:

m Enter how many tries a user gets to login to the GUI without blocking GUI access.

m How many users can be connected to the HBR GUI at the same time.

Diagnostic Tools

Under Diagnostic Tools, you can specify if you want to allow incoming ICMP
requests.
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8.2.8 Port Configuration

Introduction
The Port Configuration page allows you to set up the HBR's Ethernet ports.

Supported speeds
The HBR supports the following speeds:
m 100 Megabits per second (Mbps)
m 10 Megabits per second

The HBR also has an Auto setting where it automatically selects the highest speed
supported by the connected device.

Supported Duplex
The HBR supports the following communication systems:

m Full-duplex:
Supports communication in both directions and at the same time.

m Half-duplex:
Supports communication in both directions, but only one at a time.
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8.2.9 Date and Time

Introduction

The Date and Time page allows you to configure the date and time that the HBR will
be using for System logging.
For more information, see

Accessing the Date and Time page
Proceed as follows:

1 On the top menu, click Advanced and then click Yes to confirm that you want to
access the advanced settings.

2 Under fv , click Date and Time.

3 Inthe Time Zone list, select your time zone or select Other to create one if your
time zone is not listed.

4 Under Daylight Saving Time you can change the daylight saving settings
5 Under Automatic Time Update:

» Select Enabled if you want the HBR to synchronize its time settings with a
Network Time Protocol (NTP) server. This guarantees you that you will always
be using the correct time.

» Clear Enabled if you want to set the time manually. Use the Clock Set button
on the bottom of the page to enter the correct date and time.

6 Click Apply.

DMS-CTC-20110909-0007 v2.0

124



8 GUI: Advanced Settings

8.2.10 IP Address Distribution

Introduction

The IP Address Distribution page offers the same functions as the IP Address
Distribution page of the HBA. For mor information, see

Accessing the IP Address Distribution page
To view a summary of the services currently being provided by the DHCP server:

1 On the top menu, click Advanced and then click Yes to confirm that you want to
access the advanced settings.

ke
2 Under .)]? , click IP Address Distribution.
3 The IP Address Distribution page appears.

IP Address Distribution

« 1P Address Distribution provides the ability to allocate 1P addresses and configuration parameters to selected hosts

Name. Service Subnet Mask Dynamic IP Range Action
Network (Home/Office) | DHCP Server  255.255.255.0  192.168.1.3 - 192.168.1.16 =3

Click:
> or the name of the entry to change the settings.
» Connection List to see the current DHCP connections.

» Access Control to allow/deny access for specific client based on their MAC
address of the client.
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9 GUI: System Monitoring

Introduction
The System Monitoring menu consists of the following items:
m HBR Status
For more information, see

m Advanced HBR Status
For more information, see

m Advanced HBA Status
For more information, see
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9.1 HBR Status

Introduction

The HBR Status page provides basic information about your HBR.

HSG Status

HsG
saHC

Ta790

GANT-F
cP1135RALIP
Ethernet

Broadband Connection Type:
Broadband Connection Status: Disconnected
0.0.00

0.0.00
58:98:35:19:34164

DNS

Active Status (Device Has Been Active For): 4 minutes.

Accessing the HBR Status page

Cantenna
20.5.49.300.46
LTEDTV

Le2
000b6beboe53059

LTE
Connecting.

0.0.0.0
00:0b:6b:eb0e:ab

0.0.0.0

0 days,0 hours,4 minutes

On the top menu, click System Monitoring.
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9.2 Advanced HBR Status

Introduction

The Advanced Status page contains more advanced status information that is
bundled in the following groups:
m System Logging:

For more information, see

m Full Status/System wide Monitoring of Connections:
For more information, see

m Traffic Monitoring:
For more information, see

WARNING

The advanced status pages are intended for advanced technical users only!

Accessing the Advanced Status page
Proceed as follows:
1 On the top menu, click System Monitoring.

2 The HBR Status page appears. On the left menu, click Advanced HBR Status and
then click Yes to confirm that you want to access the advanced settings.

3 The Advanced HBR Status page appears:

Advanced HSG Status

Click on the link you wish to view
NOTE: Only advanced technical users should use this feature.

@

System Logging

Full wide Monitoring of

Traffic Monitoring

4 Click on the item that you want to view.
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9.2.1 System Log

Introduction
The System Logging page summarizes the last events recorded on your HBR.

Accessing the System Logging page
Proceed as follows:
1 On the top menu, click System Monitoring.
2 The HBR Status page appears. On the left menu, click Advanced HBR Status and
then click Yes to confirm that you want to access the advanced settings.

3 The Advanced HBR Status page appears:

Advanced HSG Status

Click on the link you wish to view
NOTE: Only advanced technical users should use this feature.

@

System Logging

Full ystem wide Monitoring of

Traffic Monitoring

Click System Logging.
4 The System Log page appears.

System Log
Log to view: [Regulr ¥
Page |1 of 1

Press the Refresh button to update the data.

Date/Time 7| Event Event-Type Details
ot Daemon Citical [CWNP] Failed to resolve.

01:11:42 g

Jan1

e Daemon Informational [CWMP] Connecting to server retry 0.

oy w.vzwdm.com/cwmpiWel

e Daemon Informational [CWMP] Server URL is hitps://hdmw.vzadm.com/cwmpWeb/WGCPENgE
Jan1

s User Informational VOIP: [780] [HSG] [] REGISTER - SIP message sent

Jan1

ey User Informational VOIP: [750] [HSG] [] REGISTER - SIP message sent

Jan1

e User Informational VOIP: [780] [HSG] [] REGISTER - SIP message sent

Jan1

ey User Informational VOIP: [750] [HSG] [] REGISTER - SIP message sent

Jan1

e User Informational VOIP: [780] [HSG] [] REGISTER - SIP message sent

S oHep Warminn | PHCC lense in-address 182.188.1.4 bound to intf LocalNetwork
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9.2.2  Full Status/System wide Monitoring of Connections

Introduction

The Full Status/System wide Monitoring of Connections page provides an
overview of all network connections.

Accessing the Full Status/System wide Monitoring of Connections page
Proceed as follows:
1 On the top menu, click System Monitoring.

2 The HBR Status page appears. On the left menu, click Advanced HBR Status and
then click Yes to confirm that you want to access the advanced settings.

3 The Advanced HBR Status page appears:

Advanced HSG Status

Click on the link you wish to view
NOTE: Only advanced technical users should use this feature.

@

System Logging

Full wide Monitoring of

Traffic Monitoring

Click Full Status/System wide Monitoring of Connections.
4 The Full Status/System wide Monitoring of Connections page appears.

Full Status/System wide Monitoring of Connections

Broadband Connection LTE

Name Ethernet Coax Wireless Access Point Beon

Status Connected Discon

Network Network (Home/Office) Network (Home/Office)  Broadband Connection
Hardware Ethernet Wireless 802.11n Access
b Coax el LTE Broadband
58:98:35:19:34:164. 58:98:35:19:34:6¢  58:98:35:13:34:65

1P Address

IE ] Disabled Disabled Disabled

Service Name

User Name

Packets Received 2358 189 0

Sent Packets 3700 2168 1986

Received Bytes | 423727 21005 0

Sent Bytes 2004842 353497 300137

Time Span 0:14:49 0:13:07 0:14:48

Channel 575000000 Mhz

5 Click:
» Close to return to the Advanced HBR Status page.
» Automatic Refresh On to let the HBR automatically update the information.

» Refresh to update the information.
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9.2.3 Traffic Monitoring

Introduction

The HBR constantly monitors traffic within the local network, and between the local
network and the Internet. The Traffic Monitoring page allows you to view up-to-
the-second statistical information about data received from and transmitted to the
Internet, and about data received from and transmitted to computers in the local

network.

Accessing the Traffic Monitoring page

Proceed as follows:

1 On the top menu, click System Monitoring.

2 The HBR Status page appears. On the left menu, click Advanced HBR Status and
then click Yes to confirm that you want to access the advanced settings.

3 The Advanced HBR Status page appears:

Advanced HSG Status

Click on the link you
NOTE: Only advanced tect

1

System Logging

< should use this feature.

Full wide Monitoring of Connecti

Traffic Monitoring

Click Traffic Monitoring.
4 The Traffic Monitoring page appears.

Traffic Monitoring

Name Ethernet Coax Wireless Access Point

Status Connected

Network (Home/Office)

Network Network (Home/Office) | fo%"

o | Hardware Ethernet
Switch Point

EEEEEEEE 2603 215 0

Sent Packets | 4022 2462 2254
Recsived Bytes | 462138 2363 o

Sent Bytes 2161851 398230 341283
Time Span 0:16:35 0:14:52 0:16:35

Automatic Refresh On

Buttons

Under the overview table, the following buttons are available:
m Close to return to the Advanced HBR Status page.

m Automatic Refresh On to let the HBR automatically update the information
every minute or Automatic Refresh Off to switch back to manual updating.

m Refresh to update the information.
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9.3 Advanced HBA Status

Introduction

The Advanced HBA Status page contains more advanced status information that is
bundled in the following groups:

m System Logging:
This page is similar to the HBR’s System Logging page. For more information, see

m Full Status/System wide Monitoring of Connections:
This page is similar to the HBR’s Full Status/System wide Monitoring of
Connections page. For more information, see

m Traffic Monitoring:

This page is similar to the HBR’s Traffic Monitoring page. For more information,
see

m Bandwidth Monitoring:
For more information, see

m IGMP Proxy:
For more information, see

WARNING

The advanced status pages are intended for advanced technical users only!

Accessing the Advanced Status page
Proceed as follows:
1 On the top menu, click System Monitoring.

2 The HBR Status page appears. On the left menu, click Advanced HBA Status
and then click Yes to confirm that you want to access the advanced settings.

3 The Advanced HBA Status page appears:

Advanced Status

Click on the link you wish to view
NOTE: Only advanced technical users should use this feature.

m wide Monitoring of Connections.

4 C(lick on the item that you want to view.
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9.3.1 Bandwidth Monitoring

Introduction

The Bandwidth Monitoring page allows you to view the traffic sent or received by
the HBR during a specific time slot.

Accessing the Bandwidth Monitoring page
Proceed as follows:
1 On the top menu, click System Monitoring.

2 The HBR Status page appears. On the left menu, click Advanced HBA Status
and then click Yes to confirm that you want to access the advanced settings.

3 The Advanced Status page appears:

Advanced Status

< should use this feature.

Full wide Monitoring of Connect

Traffic Monitoring

Bandwidth Monitoring

Click Bandwidth Monitoring.
4 The Bandwidth Monitoring page appears.

Bandwidth Monitoring

The recorded bandwidth usage will be measured in Kbps.

LostMinte  IMinue  2Minutes  3Minutes  4Minuies  SMinutes  GMnutes  7Minutes 8 Minutes
Tx Rate 0 0 0 0 0 o 0 0

Rx Rate 3 3 o 3 3 o 3 3

Last Hour LHour  2Hows 3Hours  4Hours  SHows  GHours  7Hours  8Hours
T Rate 0 0 o o 3 o 0 0

Rx Rate o o o o o o o o

Buttons
Under the overview table, the following buttons are available
m Close to return to the Advanced HBA Status page.

m Automatic Refresh On to let the HBR automatically update the information
every minute or Automatic Refresh Off to switch back to manual updating.

m Refresh to update the information.
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9.3.2 IGMP Proxy

Introduction

The IGMP Proxy task allows you to view IGMP Proxy multicast group memberships
and statistics.

Viewing the IGMP Proxy Multicast Group Membership page
Proceed as follows:
1 On the top menu, click System Monitoring.

2 The HBR Status page appears. On the left menu, click Advanced HBA Status
and then click Yes to confirm that you want to access the advanced settings.

3 The Advanced Status page appears:

Advanced Status

Click on the link you
NOTE: Only advance

users should use this feature.

=
System Logging

Full wide Monitoring of Connect

Traffic Monitoring
Bandwidth Monitoring

IGMP Proxy

Click IGMP Proxy.
4 The Multicast Group Membership page appears.

Viewing the IGMP Proxy Multicast Group Statistics
Proceed as follows:
1 On the top menu, click System Monitoring.

2 The HBR Status page appears. On the left menu, click Advanced HBA Status
and then click Yes to confirm that you want to access the advanced settings.

3 The Advanced Status page appears:

Advanced Status

Click on the link you
NOTE: Only advance users should use this feature.
=

System Logging

Full wide Monitoring of Connect

Click Bandwidth Monitoring.

4 The Multicast Group Membership page appears. On the left menu, click IGMP
Proxy Multicast Group Statistics.

5 The IGMP Proxy Multicast Group Statistics page appears.
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10 Support

Call Customer Care

If this Troubleshooting section does not provide a solution to your problem, please
call Customer Care at 800-922-0204.
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10.1 General Troubleshooting

Check the LEDs

If the HBR does not work as expected, the status LEDs on the front panel may
provide you enough information to locate the problem.

For more information, see “1.3.7 Front Panel” on page 6.
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10.2 Troubleshooting Your Wireless Connection

WPA2 encryption not available on Windows XP

If you want to configure WPA2 on the built-in wireless utility of Windows XP Service
Pack 2 (SP2), you first have to:

m Upgrade your Windows XP to Service Pack 3.

-or-

m Install the following update: http://support.microsoft.com/kb/917021.

Windows can not find the HBR access point
If the built-in Windows wireless client manager can not find your HBR access point:

m If you are using a laptop, check if your laptop has a button to enable/disable the
wireless client. Switch it on and try again.

m Make sure your computer is within range.
m Make sure that wireless is enabled on your HBR:

a Take a computer that is connected to the HBR or connect your computer with

an Ethernet cable (for more information, see
).

b Browse to the GUI. For more information, see

¢ On the Wireless Settings menu, click Basic Security Settings.

d Under 1. Turn Wireless ON, select On.

1.Turn Wireless ON

Wireless: @ on off

e Click Apply.
m Change the wireless channel:

a Take a computer that is connected to the HBR or connect your computer with
an Ethernet cable (for more information, see
).
Browse to the GUI. For more information, see
On the Wireless Settings menu, click Basic Security Settings.

Under 3. Channel, select another channel.

m o N T

Click Apply.

Poor wireless connectivity
Try the following:
m Change the wireless channel:

a Take a computer that is connected to the HBR or connect your computer with
an Ethernet cable (for more information, see

).
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b Browse to the GUI. For more information, see

¢ On the Wireless Settings menu, click Basic Security Settings.
d Under 3. Channel, select another channel.

e Click Apply.

m Check the signal strength, indicated by the wireless client manager. If the signal is
low, try to move the HBR for optimal performance.

m Use WPA2 as encryption. For more information, see
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10.3 Resetting your HBR

Resetting your HBR

If at some point you can no longer connect to the HBR or you want to make a fresh
install, it may be useful to perform a reset to factory defaults.

Warning

A reset to factory default settings deletes all configuration changes you made. For
example:

m The SSID and WPA key on the back of the HBR will be used to secure your
wireless connection. So you may need to re-associate your wireless clients, as
described in

m The Login password required to access the GUI pages will be reset to the one
that is printed on the back of the HBR.

Methods
You can choose between:
[

Resetting the HBR via the HBR GUI
Proceed as follows:

1 Browse to the GUI.
For more information, see

2 On the top menu, click Advanced.

The Advanced page appears. Click HBR Advanced Settings on the bottom of
the page and then click Yes to confirm that you want to access the advanced
settings.

Under g, click Restore Defaults.

The Restore HBR Defaults page appears. Click Restore Defaults.

w

The HBR prompts you to confirm your choice, click OK.
The HBR restores the factory defaults and restarts.

O N O U »

The HBR returns to the HBR login page.
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Reset the HBR via the Reset button
Proceed as follows:
1 Make sure the HBRis turned on.

2 Use a pen or an unfolded paperclip to push the recessed Reset button for at least
10 seconds and then release it.

3 The HBR restarts with the factory default settings
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10.4 Configuring Dynamic IP Addressing on
Windows

Windows 7/Vista

1 Select Network and Sharing in the Control Panel.
Click View Status, then click Properties.
Click Continue in the User Account Control window.

H W N

In the General tab of the Local Area Connection Properties window select
Internet Protocol Version 4 (TCP/IPv4), then click Properties.

The Internet Protocol Version 4 (TCP/IPv4) Properties window appears.
Click the Obtain an IP address automatically radio button.
Click the Obtain DNS server address automatically radio button.

Click OKin the Internet Protocol Version 4(TCP/IPv4) Properties window, then
click OK in the Local Area Connection Properties screen to save the settings.

O N O wn

Windows XP
1 Select Network Connections in the Control Panel.
Right-click Ethernet Local Area Connection, then click Properties.
In the General tab, select Internet Protocol (TCP/IP), then click Properties.
The Internet Protocol (TCP/IP) Properties window appears.
Click the Obtain an IP address automatically radio button.
Click the Obtain DNS server address automatically radio button.

Click OK in the Internet Protocol (TCP/IP) Properties screen, then click OK in
the Local Area Connection Properties screen to save the settings.

N OO B A WN

Macintosh OS X

1 Click on the Apple icon in the top left corner of the desktop.
From the menu that appears, select System Preferences.
The System Preferences window appears. Click Network.

H W N

From the Network window, make sure Ethernet in the list on the left is
highlighted and displays Connected”

5 Click Assist me.
6 From the tab that appears, click Diagnostics.
7 Follow the instructions in the Network Diagnostics assistant.
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